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Abstract—We consider an audio watermarking technique
based on echo hiding that provides both a very high quality
of audio signals just after embedding of some hidden messages
and robustness of their extraction under the condition of natural
signal transforms. The technique of cepstrum analysis is used for
hidden message extraction along with its parameter optimization.
Since the extracted bit error probability is kept still significant
for an acceptable sound fidelity and embedding rate, we propose
to use wet paper codes to reduce the error probability to zero
at the cost of a very negligible embedding rate degradation.

Index Terms—Audio-signal, Cepstrum, Watermarking, Wet
paper codes

1. INTRODUCTION

T is well known that digital watermarking( WM) is an
I important technique for a protecting of copyrights of digital
media content including audio files [1]. This goal of WM
requires,however, to design such WM systems which are
robust against to all possible deliberate attacks. It is assumed
obviously that such attacks(say audio signal transformations)
have to keep an acceptable audio signal fidelity while making
the embedded WM disabled with respect to hidden message
extraction. This problem is very hard and its solution is
not found so far for all possible attacks. In the same time
there exist such situations where a resistance of WM to
deliberate attacks is not required. This is just the case for
which WM plays the role of some additional imperceptible
information(say about possible contacts with owner of this
file). But on the other hand WM system should be resistant
to any natural transforms like MPEG compression, channel
filtering and channel noise.

Many novel techniques have been proposed for WM audio
systems. For instance, techniques based on masking [2], phase
coding [3], phase modulation [4], echo hiding and reverbera-
tion [5], among others.

Echo hiding has many benefits from various points of
view, as imperceptibility, robustness to natural transforms,
and simple encoding and decoding processes. In addition,
detecting rules for echo hiding based embedding are lenient
and hence anyone is able to extract the embedded information
in a host signal without any special key. We claim that both
imperceptibility and robustness to natural sound file transforms
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(like MPEG) are getting practically “for free” because “echo”
does not affect on sound comprehension under some echo
parameter restrictions. It is worth to note that some extension
of echo hiding, known as reverberation, has the same and even
better properties, but we will consider only simple echo based
embedding in the current paper to make the investigation of
this topic as complete as possible.

II. EMBEDDING OF AUDIO WM BASED ON A SIMPLE ECHO
AND EXTRACTION BASED ON THE CEPSTRUM

The embedding procedure can be stated as follows:

x=Sxhy (D

where x = (x(n))f\:()l is the watermarked signal after embed-

ding, S = (S (n))n;O1 is the input audio signal (say in wav
format), and for n =0,...,N — 1

hb(n) = (S(TL) + abd(n — Tb),
w = i

* is the operation of convolution, and N is the number of
samples in which one bit b € {0,1} of WM is embedded.

As it can be seen from (1), simple echo hiding based
watermarking can vary depending on the echo delay 7, and
the echo amplitude ay. We have chosen a constant oy and
different delays 79 and 7; because the use of a constant 7
and two values ayp = 0 and a3 > 0 results in some problems
in the choice of the threshold for the extraction scheme.

At a single glance, it seems to be very natural to use the
correlation receiver directly in the sample domain, namely:

b = arg max Z z(n) - z(n — 1) 2)

but the decision rule (2) results in a very large bit error
probability as a consequence of a non-zero correlation between
the delay on the interval 7, sound samples S. Therefore, it
seems to be much better to exploit the cepstrum transform of
sound signals [6], [7].
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Fig. 1. The relative error A versus the number of appended zeros. The solid
line plots the complex cepstrum, while the dotted line plots the real cepstrum.

There are two notions of cepstrum: complex cepstrum X, =
N—1 N—1 .
(xe(n)),,—o and real cepstrum x, = (x,(n)),,_, , determined
as follows: Vn=0,...,N —1

N-1

1 - gk
ze(n) = ;0 flog | X (k)| +jO (k)] 2™ (3)
1 N-1 .
r(n) = 5 D log|X(k)[e™F @)
k=0
where Vk = 0,...,N — 1, X(k) = Y a(n)e 2™,

| X (k)| is the module of X (k), ©(k) is the argument of the
complex number X (k) and j = /—1.

It can be shown that the complex cepstrum is not always
a real-valued sequence whereas the real cepstrum is always a
real-valued sequence. Indeed, this is one reason to deal with
the real cepstrum. For both cepstrums, the following identity
is currently claimed [6], [7], [8]:

i(n) =S(n) +hy(n),n=1,2,...,N (5)

where the tilde denotes the cepstrum transform of the corre-
sponding signals. But in fact the relation (5) holds only for
a very large N whereas in order to embed many bits into
audio signal, N should be very limited, hence (5) is just
an approximate equality. We investigated, the relative error
carried by (5) can be expressed as:

5, (#0) ~ (5(0) + )
5, (5m)’

A= 6)

- . N-1
where S = (S (n)) is modeled as a white Gaussian noise

—_— n=0

and T = S x hy.

The simulation results of A, averaged on the ensemble of
Gaussian signals, for Ny = 1000, 7, = 50 versus the number
of zeroes appended by the signal cepstrum transforms are
shown in Fig. 1, where the length of input Gaussian noise
is Ng = 1000, and the delay is 7, = 50.
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From Fig. 1, it is evident that for both types of cepstrums
the relative error cannot be made equal to zero at the cost of
appended zero increasing and that real cepstrum is superior
than complex cepstrum in this sense.

But if we assume nevertheless that (5) holds approximately,
then the following decision rule occurs very natural:

> #(n) - ho(n) Zz? > &(n) - ha(n) 7)
n=0 T n=0

b:0
where the symbol = denotes that if the inequality > holds
b:1
then embedded bit is b = 0 while if < holds then b = 1. In
fact let the input signal S = (S (n))fy;()l be, by the moment,
a Gaussian white noise, then it is well known [9] that the
optimal likelihood decision rule for the model (5) is just (7).

Then the bit error probability p can be found as follows:

where 02 = Var(S) and F : z — F(z) =
under the very realistic conditions:

" d(n)
n=0

N71~ N
> ho(n)-hi(n) ~ 0
n=0

2
g
,_?[;')I
S

But the “trick” with the channel model (1) and with the use of
cepstrum transform is that the decision rule (7) can be very far
from the optimal one and there exists a much better decision
rule based on subintervals, namely:

L No—1 :0 L No—1 .
SN @n) -ho(n) 2 Y > Fk(n)-ha(n) )
k=1 n=0 LR A p—

where X, = (i’k(n))gz_ol is the cepstrum of the signal x on
the k-th sample subinterval, Ny is the number of samples on
each subinterval, and L is the number of subintervals.

The reason of such strange fact for conventional commu-
nication theory that we can improve the decision rule by
fractioning the original interval on subintervals is based due
to the property that >°, _, h?(n), i € {0,1}, does not depend
on the interval length provided that its length embraces the

cepstrum pulse response (ﬁf(n) duration. Then if we
- nel .

assume that the cepstrums X; are mutually independent on

the different subintervals, we may expect that the signal-to-

noise ratio will increase with the increasing of the number L

of subintervals. The probability of bit error may be expressed

as:

(10)

But in practice the relation (10) does not hold because not
all the required conditions in its proof are fulfilled.
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Fig. 2. Original modulo 27 phase (a), and phase after unwrapping
procedure(b)

If the use of complex and real cepstrum in (9) are compared,
then it may be concluded that the real cepstrum is superior to
the complex one. This fact has been mentioned also in [6]
although without any justification. As it can be seen from
relations (8) or (10), the probability of the bit error depends
on the variance of the input cepstrum S while it is much
greater for the case of complex cepstrum. This last fact can
be explained by the property of phase unwrapping that is
required for the complex cepstrum. It is worth to note that
the complex log is a multiply valued function, because its
imaginary part has infinite number of values differing on 27. In
order to remove this uncertainty, it is common to calculate an
imaginary part modulo 27. But it results in turn in a breaking
of this function and, in order to remove this unwanted property,
phase unwrapping should be used [10].

In Fig. 2 we display (a) the modulo 27 waveforms phase
and (b) the unwrapped phase.

Since the probability of bit error is much lesser in the case
of using real cepstrum for the extraction procedure, we will
consider in the sequel only a real cepstrum implementation.

III. SIMULATION OF EXTRACTION RELIABILITY

We consider simple echo-based watermarking by (1) where
the cover messages(CM) S = (S (n))fl\;_ol are different musical
files in format wav with durations between 3 and 6 minutes.
The delays 79 and 7; should be optimized in order to provide,
on the one hand, maximum embedding rate and, on the other
hand, an acceptable bit error probability after extraction by the
rule (9). Our experiment showed that optimal values are close
to 27 and 32 samples respectively which correspond to delays
0.61 and 0.73 ms with frequency of samples 44.1 kHz for the
wav format.

The amplitude of the echo «; affects over the CM quality
after embedding and on the bit error probability. Therefore we
vary this value and we estimate the CM quality by experts,
assigning grades 5 for excellent, 4 for good, 3 for satisfactory,
and 2 for unsatisfactory.

The type of “window” where one bit is embedded plays an
important role in the extraction efficiency. There are known

TABLE 1
THE BIT ERROR PROBABILITIES p AND CM QUALITY @ (IN 1-5 GRADES)
DEPENDING ON THE OPTIMAL NUMBER OF SUBINTERVALS Lpt, ECHO
AMPLITUDE o, AND THE NUMBER OF SAMPLES Ng IN WHICH ONE BIT IS
EMBEDDED

Name of file Ny ER | Lopt | @ Q p,%
410 | 10| 3 |02 |5 004
0.1 5 1.68
mu51c41.wav 980 45 1 0.3 4.8 0.06
(classical) 025 | 49 0.16
204 | 150 | 045 | 2.8 0.09
04 35 0.32
4410 10 3 0.2 > 0.22
0.1 5 3.58
music2.wav 980 45 | 0.3 4.9 0.07
(hard rock) 025 | 5 0.33
204 | 150 1 045 | 3.3 0.09
0.4 35 0.31
4410 10 3 0.2 5 0.07
0.1 5 4.78
music3.wav 980 45 1 0.3 4.8 0.14
(rock) 025 | 49 0.59
204 | 150 1 045 | 2.8 0.17
04 35 0.43
410 | 10| 3 o2 S5 07
0.1 5 3.71
music4.wav 980 45 1 0.3 4.8 0.25
(pop) 025 | 49 | 0.7
204 | 150 1 045 | 2.7 0.15
04 35 0.36
4410 10 3 0.2 5 0.75
0.1 5 7.85
n.1us1c5.wav 980 45 | 0.3 4.8 0.42
(jazz) 025 | 4.9 1.04
204 | 150 1 045 | 2.7 0.67
0.4 35 1.2

ER: The embedding rate (bit/sec).
The delays are 79 = 27, 71 = 32

different types of windows (exponential, Hamming, rectangu-
lar and Hann). Our experiments showed that the best results
can be achieved with the Hann window although difference
with Hamming window is not too large.

The important parameter that should be optimized is the
number of subintervals L (see eq. (9) and (10). In Table I there
are presented the results of simulation for different musical
files, and under the condition that 7y = 27, 7y = 32 and a
Hann window is used. We vary the echo amplitude «, the
number of samples Ny in which one bit is embedded and we
optimize the number of subintervals L in order to provide
minimal probability of bit error.

Also, from Table I, it can be observed that in order to
provide quality to the CM after embedding, as evaluated by
experts, within range [4.8,5] and the bit error probability close
to 0.01 it is necessary (on the average) select « = 0.1,
Ny = 4410, L = 3 (giving better quailty) and o« = 0.3,
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Ny = 980 and L = 1(giving better embedding rate). The
embedding rate occurs around 10 bits per second and 45 in
the second case.

The experimental fact that the optimal number of subinter-
vals L is between 1 and 3 contradicts the eq. (10) because it
entails that in order to minimize p, L should be as large as
possible but always less than N/ max (79, 71 )(otherwise each
subinterval would be less than the pulse response of the echo
channel). This contradiction can be explained by a violation of
the relation (5), by the presence of some statistical dependency
between the random sequences Xj and their non-Gaussian
probability distributions.

Although the errors can be decreased by the use of forward
error-correcting codes (FEC) (say convolutional or low parity
density codes [11]) there is an opportunity to decrease the error
probability quite significantly because the interference in bit
extraction is just CM (musical files) which are exactly known
in the embedding procedure. We consider such approach in
the following Section.

IV. APPLICATION OF WET PAPER CODES FOR A
DECREASING OF ERRORS WITHIN WM EXTRACTION

The wet paper codes (WPC) have been proposed in [12]
and they were used initially in the embedding procedure for a
special stegosystem known as perturbed steganography. Later,
they were used in an embedding procedure with binary images
and with other applications [13]. We propose a rather unusual
application of WPC below. But initially let us remember the
main concepts of WPC.

Let us denote by m =

string which should be embedded , and by b = (bm)fj:1
the binary string in which it is necessary to embed m.
Let F C {1,2,..,N} be a subset of indexes in the set
{1,2,..., N} pointing the positions in which the embedding is
allowed. This means that we can change bits only at positions
in F' during the embedding procedure. It is necessary to encode
the string m into the string b in such a way to change just
bits positions at F'. Moreover, in the extraction procedure it is
assumed that the subset ' is unknown.

The embedding procedure is executed as follows: Initially
an M x N binary matrix H has to be generated. (It can be
considered either as a stegokey or as function of a stegokey).
The encoded binary vector b’ is b’ = b @ v where v has
N — k zero positions i for i ¢ F and k unknown positions i
for i € I, where k = |F| is the number of elements in the
subset F'.

Let us denote by U the binary vector of the length k that
can be obtained from the vector v after removal of all zero
positions in v. Then v can be found if both & and F are
known. In order to find © it is necessary to solve the system
of linear equations

(m#)ﬁil the binary message

Ho=ma (H-b) (a1

where H is a submatrix of H obtained after a removal of all
columns corresponding to zero elements of v.
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The system (11) has an unique solution whenever

rank H = M. (12)

In practical applications the parameter M is not initially fixed
and the matrix H is generated by rows until the condition (12)
fails. If M’ is the maximum number of rows for which (12)
holds then it is possible to embed M’ bits and this value M’
is also embedded as a head of m.

The decoding procedure (extraction of the message m) is
performed very simple:

m=H- b (13)

Let us consider now how to implement the WPC in our case.
The general idea is to embed ]l\?its only in such Njp-blocks
)
after extraction by the rule (9). "

The embedding algorithm is presented in Fig. 3.

As seen within this scheme, initially the NNy-blocks in
which extractors produce errors during an embedding of both
values zero and one are marked. Let F' be the position subset
where embedding is possible. In the following “embedding
round”, the message sequence m is encoded with the WPC
and the echo embedding is performed for those /V-blocks
corresponding to the subset F' where the errors after “virtual
extraction” are absent. The extractor outputs at the input
of encoder the bit string b decoded from audio file before
embedding. Next this sequence b is encoded in line with the
rule of WPC mentioned above.

This results in a zero bit error probability after the real
extraction of the watermarked signal. The sacrifice within
this approach is a decreasing of the embedding rate because
some [N-blocks are removed from the embedding process. The
results of this method are shown in Table II.

At this table it can be observed that the number T of
embedded bits is slightly less than the number ¢ of bits that
could be embedded (but with errors after extraction) without
the use of WPC. T' depends on the length of WPC. (The
difference between d (the cardinality of F') and 7' can be
explained by the fact that (12) does not hold for all code
blocks).

where the interference ( does not result in errors

V. CONCLUSION

We considered a simple and direct echo watermarking of
audio signal. It has been proved that the use of real cepstrum
is superior than the use of complex cepstrum in extraction
procedure because it results in smaller bit error probability.

Our first important contribution is in proving that the use
of the decision rule based on subintervals (see eq. (9)) has
significant advantage in comparison with the decision rule
based on a single echo interval (see eq. (7)) that is unusual by
conventional communication theory. Moreover the number of
subintervals should be optimized and this fact can be justified
by a breaking of eq. (5) for echo-modulated audio signals
(see (6) and Fig. 1) and significant correlation of audio signal
samples.
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Fig. 3. The embedding algorithm with the use of WPC

TABLE II
THE RESULT OF SIMULATION FOR A WPC-BASED EMBEDDING ALGORITHM AND SOME CHOSEN PARAMETERS

Name of file t d = r =

N =500 | N = 1000
musicl.wav 10000 9989 9563 9781
music2.wav 12179 12156 11490 11727
music3.wav 12244 | 12185 11430 11685
music4.wav 8135 8093 7613 7786
music5.wav 9625 9512 8990 8994

The number of samples for an embedding of one bit is Ng = 980, the delays corresponding to bit 0 and 1 are 25 and 30 respectively, the amplitude of
embedding is o = 0.3, the number of subintervals is L = 1, t is the potential number of embedded bits in audio file, d is the number of changeable bits in
audio file, and T is number of embedded bits
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The simulation results show that for optimally chosen
parameters of audio echo based watermarking it is possible
to provide excellent quality of audio signal after embedding,
an embedding rate about 3045 bit/sec and the bit error
probability after extraction close to 1072,

Our second important contribution is in proposing the use
of a WPC in order to provide zero bit error probability after
extraction. The embedding algorithm suited for such a WPC
application was proposed. (see Fig. 3).

The use of a WPC decreases the embedding rate only on
6% in average. It seems to be better than the use of ordinary
FEC codes in order to correct errors with a probability of
10~2. However the use of a WPC is impossible if some errors
occur just after embedding because the WPC results in an error
extension.

In the future we are going to investigate a combination of
both WPC and FEC.
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