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Abstract—Nowadays, computer users especially run their ap-
plications in a complex open computing environment which
permanently changes in the running time. To describe the
behavior of such systems, we focus solely on externally observable
execution traces generated by the observed computing system. In
these extreme circumstances the pattern of sequences of primitive
actions (execution traces) which is observed by an external
observer cannot be designed and/or forecast in advance. We have
also taken into account in our framework that security policies
are partial-natured.

To manage the outlined problem we need tools which are
approximately able to discover secure or insecure patterns in
execution traces based on presupposes of computer users. Rough
set theory may be such a tool. According to it, the vagueness
of a subset of a finite universe U is defined by the difference of
its lower and upper approximations with respect to a partition
of the universe U. Using partitions, however, is a very strict
requirement. In this paper, our starting point will be an arbitrary
family of subsets of U. Neither that this family of sets covers the
universe nor that the universe is finite will be assumed. This
new approach is called the partial approximative set theory. We
will apply it to build up a new security model for distributed
software systems solely focusing on their externally observable
executions and to find out whether the observed system is secure
or not.

I. INTRODUCTION

OWADAYS, computer end users especially run their

applications in a complex open computing environment
which as a rule consists of software components of finite
numbers. Each component has an individual behavior, and
the global behavior of the whole system is a collection of
individual ones.

Personal users watch their applications, work with one of
them, and, in general, also follow details of other appli-
cations with attention. Moreover, the open computing en-
vironment permanently changes in the running time. Con-
sequently, the pattern of the sequence of primitive ac-
tions, which is observed by an external observer, can-
not be designed and/or forecast in advance. Neverthe-
less, from an execution trace which is actually ob-
served during a short observation time interval someone
ought to decide whether the system works safely or not,
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of course, with respect to a certain security specifica-
tion.!

Under these peculiar circumstances, organizations first of
all have to understand what has to be protected, and why. The
answers determine the choice of the organization’s security
strategy which is, in turn, expressed in security policies [6].
Security policies prescribe and proscribe behaviors of software
systems specifying acceptable and unacceptable execution
traces of applications.

In corporate information security management there have
been many approaches for security policy specification. Tra-
ditionally, security policies are formulated along the so-called
CIA taxonomy [18] which sees security as the combination of
three attributes—confidentiality, integrity, and availability.

However, there are different challenges between corporate
information security management and personal information
security management. Under the personal information security
we do not exclusively mean the privacy. Under the information
security from personal point of view we also mean, among
others, the protection of personal desktop PCs or notebooks
from the intrusion, applications and data from the damage, etc.

Users in personal computing environment are inundated
by recommendations how they should use and operate their
system. In headwords only: strong password creation tips
and maintenance, virus protection, software downloading and
installation, removable media risks, encryption and crypto-
graphic means, system backups, incident handling, e-mail and
internet use best practices, etc. Non-professionals, of course,
cannot convert these pieces of good advice into security
policies, particularly into a formal one.

Arising from the human thinking [26], all computer users
have anticipated hypotheses how an application or the whole
computer system should or should not work. This may range
from informal expected behaviors of the system, their elements
might be called expected ‘milestones’, to more formal ones
described in user manuals. Without any knowledge about

IThis strange situation is smartly described by Schneier: “You have to
imagine an intelligent and malicious adversary inside your system (the ‘Satan’
of Satan’s computer), constantly trying new ways to subvert it. You have to
think like an alien.” ([3], from the Foreword by B. Schneier)
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running application or having either some informal behaviors
and/or more formal descriptions about it, we have to make an
attempt to build up an information security management model
which is approximately able to discover secure or insecure
patterns in execution traces of the running system. Thus, in
contrast to the traditional approach mentioned above, in order
to describe the behavior of distributed software systems in a
personal computing environment, we focus solely on externally
observable executions generated by the observed computing
system.

As usual, the software components can operate with each
other. Their interconnections may be intended or ad hoc.
Notice, however, that in both cases, the mechanisms of these
interconnections mostly remain concealed from the external
observers. In particular, based on only external observations,
we cannot model these synchronization mechanisms.

II. RELATED WORK

Our approach partly relates to the theory of a very spe-
cial class of security policies called properties proposed by
Lamport [20]. Informally, a security property is a set of
execution traces which is defined exclusively in terms of
individual execution traces, or, in other words, a property
may not specify a relationship between possible execution
traces of an application [21]. Access control or availability are
properties, while information flow policy is typically not, the
latter is a more general one. According to another terminology,
properties are point-wise in nature, while the information
flow policy is point-free in nature. Methods for specifying
and reasoning about properties are well understood. Alpern
and Schneider have shown [1] that every property is the
intersection of a so-called safety and a liveness property. For
more details about properties see, e.g., [20] [30], [21], [22].

We also partly relate to the theory of hyperproperties pro-
posed by Clarkson and Schneider in [7]. In this approach every
set of execution traces is a property. Thereupon, the hyperprop-
erty is a set of properties, or simply, a set of sets of execution
traces. In other words, both properties and hyperproperties
are defined in a point-wise manner—properties based on their
elements, the execution traces, and hyperproperties based on
their elements, the properties.

Analogous to safety and liveness property, Clarkson and
Schneider defined the notions of hypersafety and hyper-
liveness. They have proved that every hyperproperty is the
intersection of a hypersafety and a hyperliveness [7]. This
generalizes Alpern and Schneider’s result about properties.

Both theories of properties and hyperproperties have a char-
acterization in terms of topology. In the Plotkin topology on
properties, safety and liveness correspond to closed and dense
sets, respectively [1]. In [7], this topological characterization is
generalized to hyperproperties, showing that hypersafety and
hyperliveness also correspond to closed and dense sets in the
lower Vietoris topology which is a construction on Plotkin
topology [31], [32].

It is an interesting question of the relation between the
traditional approaching to the security policies based on CIA
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taxonomy and the formulation of them based on properties
or hyperproperties. This is an open question. Clarkson and
Schneider [7] think that the language of confidentiality, in-
tegrity, and availability is orthogonal to hypersafety and hy-
perliveness. Whereas Benenson et al. worked out a framework
which, in their opinion, offers a new perspective onto the CIA
taxonomy [5]. Namely, to some extent, confidentiality has a
large overlap with information flow, integrity has parallels with
safety, and availability has some resemblance to liveness.

However, our approach to hyperproperties as sets of sets of
execution traces is different from the Clarkson and Schneider’s
one [7]. Namely, in contrast to their notion, we do not consider
every set of execution traces as a property. Our proposal
is characteristically a point-free approach. We deal with the
set of execution traces per se, and the same is true for
hyperproperties. Of course, in some special cases, a point-free
feature can coincide with a feature defined in a point-wise
manner. Avoiding the ambiguities, in our framework we will
not use the terms ‘property’ and ‘hyperproperty’.

We model distributed software systems as semantic system
model, so-called traced-based model. A traced-based model
describes the behavior of a system as a set of execution traces
where a trace models a possible execution sequence of the
whole system or its some components. To our notion the
Mazurkiewicz’ trace theory stands the nearest [23], [13]. We,
however, at least temporarily, use it in a very simple form.

ITII. PROBLEM STATEMENT

We briefly sum up our framework informally as follows.

We model security policies as sets of sets of execution
traces. We also have taken into account in our framework that
security policies are partial-natured. Typically some policies
may apply only to a specific application or type of information.
For example, the average response time policy would be practi-
cal to be applied to the whole observed system. But, in an open
computing environment, we cannot influence the response
time of unknown applications, such as a database’s query via
the internet. As another example, probably it is enough to
enforce the information flow policy on such software processes
which handle confidential information.

To manage the outlined problem we need tools which are
approximately able to discover secure or insecure patterns
in execution traces. By applying some sort of knowledge
discovery method it is possible to some extent to reveal the
secure or insecure nature of the observed system. However, the
result, obtained from the execution traces in this way, cannot
be precise (exact) due to the permanent changes of the open
computing environment and insufficient knowledge about it.

Rough set theory is a relatively new data-mining technique
used in the discovery of patterns within data. This theory pro-
vides a powerful foundation to reveal and discover important
structures in data and to classify complex objects. One of the
main advantages of rough set theory is that it does not need
any preliminary or additional information about data.

The rough set theory was introduced by the Polish math-
ematician, Z. Pawlak in the early 1980s [27], [28]. It was a
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new mathematical approach to vagueness [29]. According to
Pawlak’s idea, the vagueness of a subset of a finite universe
U is defined by the difference of its upper and lower approx-
imations with respect to a partition of the universe U.

Using partitions, however, is a very strict requirement. In
this paper, our starting point will be an arbitrary family of
subsets of an arbitrary set U. Neither that this family of
sets covers the universe nor that the universe is finite will
be assumed. Within this new framework, our concepts of
lower and upper approximations are straightforward point-free
generalizations of Pawlak’s ones [9]. This is called the partial
approximative set theory. This new approach suits the partial
nature of security policies, as well. We will apply this theory to
build up a new security model for distributed software systems
solely focusing on their externally observable executions and
to find out whether the observed system is secure or not.

The rest of the paper is organized as follows. In Section IV
we summarize the basic notations. Section V will outline a
general approximation framework. Sections VI and VII briefly
present the basic principles of the rough set theory and the
partial approximative set theory, respectively. In Section VIII
we will describe the behavior of distributed software systems
by means of partial approximative set theory.

IV. BASIC NOTATIONS

Let U be any set. Let 2 C 2V be a family of sets of which
elements are subsets of U. The union of A is A = {z |
JA € A(x € A)}, and the intersection of 2 is (A = {x |
VA € A(x € A)}. If A is an empty family of sets we define
Ub =0 and N0 =U.

The number of elements of the set U is denoted by #U.

If € is an arbitrary binary relation on U, let [z]. denote the
e-related elements to z, ie., [z]e = {y € U | (z,y) € €}.

Let A be a finite set of symbols called the alphabet. A string
is a finite or infinite sequence of symbols chosen from .A. We
denote strings by small Greek letters o, g, T, . . ., with possible
sub- or superscripts. String containing no symbols is called
the empty string and is denoted by .

If 0 = ajas...ay, is a finite string, n = |o| = |a1az . .. ay|
is called the length of o. In particular, |A| = 0.

Let A* and A“ denote the set of all finite and infinite strings
made up of symbols chosen from 4, respectively. We also use
the following notations: AT = A* \ {\}, A® = A* U A~.

For any finite strings 01 = aias...an, 03 = biba...by,,
the concatenation c1002 = aias...a,ob1bs...b,, of o1 and
oy is the string o100 = ajas...axbibs ... by, If 01 € A%,
oy € AY then 01 0 09 = 0104 is also defined. The empty
string is the identity for concatenation, that is for any string
o1 € A*, 09 € A¥, we have Aoy = 01X = 01 and Aoy = 09.

A symbol a € A occurs in string 0 € A, if 0 = 01a0,
for some strings oy € A*, 09 € A,

Let 0 € A*, 7 € A™ be two strings. o is a prefix (initial
part) of 7 if there exists p € A such that 7 = op. The prefix
is proper if p # X\ and nontrivial if o # .

Given L C A, let pref(L) denote the set of all prefixes
of all strings in L. Clearly, L. C pref(L). In particular,

pref({o}) = pref(o) is the set of all prefixes of the string
o € A*. Note that pref(L) = |/{pref(o) | o € L} C A*.

Let A be an alphabet and o be a finite string over an
arbitrary alphabet. Then 74 (o) denotes the (string) projection
of o onto A defined as follows:

A, if o=\
ma(c’), ifo=danad A
ma(0)a, ifo=canac A

ma(o) =

Informally, a projection onto A cleans strings of all symbols
not in A. m4(o) # A, if at least one symbol a € A occurs in
string o.

Similarly, if ¥ C A*, m4(X) = {ma(0o) | c € Z}. m4(X) #
{A}, if in at least one string in o € ¥, at least one symbol
a € A occurs in o.

V. A GENERAL APPROXIMATION FRAMEWORK

In order that the vagueness can be treated in a general ap-
proximate framework, let our initial concept be the following.
A pair of maps f,g:2Y — 2Y is a weak approximation pair
on U if

VX € 2V (f(X) C g(X)).

As Diintsch and Gediga noticed in [14], this constraint seems
to be the weakest condition for a sensible concept of approx-
imations of subsets in U.

The maps f, g is a strong approximation pair on U if each
subset X € 2V is bounded by f(X) and g(X) [14], i.e.,

VX €2Y (f(X) C X C g(X)).

In [26], a new hypothesis about approximation was drawn
up recently. According to this assumption, the notion of
“approximation” may be mathematically modelled by the
notion of Galois connections. From now on, we call it the
approximation hypothesis.

Let (P,<p) and (Q, <) be two posets.

Definition 1. A pair (f,g) of maps f: P - Q, g: Q@ — P
is a (regular) Galois connection or an adjunction between P
and Q if

Vpe PYqeQ (f(p) <qq<p<pyglq)

f is called the lower adjoint and g the upper adjoint of the
Galois connection.

We also write (P, f,g,Q) for a whole Galois connection.
If P=Q itissaid (P, f, g, P) is a Galois connection on P.

Remark 2. Here we adopted the definition of Galois con-
nection in which the maps are monotone. It is also called
monotone or covariant form. For more details, see, e.g., [11],
[12], [15], [17].

V1. FUNDAMENTALS OF ROUGH SET THEORY

The basic concepts and properties of rough set theory can
be found, e.g, in [28], [19]. Here we cite only a few of them
which will be important in what follows. We partly restate
these well-known facts on the language of approximations.
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Definition 3. A pair (U, ¢), where U is a finite universe of
discourse and ¢ is an equivalence relation on U, is called
Pawlak’s approximation space.

A subset X C U is e-definable, if it is a union of e-
elementary sets, otherwise X is e-undefinable. By definition,
the empty set is considered to be an e-definable set.

Let Dy /. denote the family of e-definable subsets of U.

In Pawlak’s approximation spaces, the lower and upper
approximations of X can be defined in two equivalent forms,
namely, in a point-free manner—based on the ec-elementary
sets, and in a point-wise manner—based on the elements.

Definition 4. Let a Pawlak’s approximation space (U, ¢), a
subset X € 2U be given. The lower e-approximation of X is

(X) = Yy v eu/kycxy}
= {zeUl[z): C X},
and the upper e-approximation of X is
5X) = (JY IV eU/EYNX#£0}
= {zeU]|[z].nX #0}.

The set B.(X) =&(X) \ e(X) is the e-boundary of X.

X is e-crisp, if B.(X) = 0, otherwise X is e-rough.

Based on binary relations on U, lower and upper e&-
approximations can be generalized via their point-wise defi-
nitions [19].

Definition 5. Let € be an arbitrary binary relation on U and
X € 2Y. The lower e-approximation of X is

«X) = {zeUllz]cc X},
and the upper e-approximation of X is
€X) = {zeU|xlenX #£0}.

If e-1 denotes the inverse relation of ¢, in the same manner
one can also define lower and upper e-1-approximations.

Theorem 6 ([19], Proposition 134). Let ¢ be an arbitrary
binary relation on U. Then the pairs (€,¢-1) and (-7 ,¢) are
Galois connections on (2V, C).

Some other properties of lower and upper e-approximations
are expressed by some properties of binary relations, and vice
versa.

Theorem 7. Let € be an arbitrary binary relation on U.
1) The pair (¢, €) is a weak approximation pair if and only
if € is connected.
2) The pair (€,€) is a strong approximation pair if and only
if € is reflexive.
3) The pair (,¢) is a Galois connection on (2Y, C) if and
only if € is symmetric.

Proof: In [19]. 1. Proposition 136., 2. Proposition 137.,

3. Proposition 138. ]
It can be shown that even if the relation e is symmetric,
it is not sufficient that the lower and upper e-approximations
defined in a point-free manner form a Galois connection [10].
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VII. FUNDAMENTALS OF PARTIAL APPROXIMATIVE SET
THEORY

In practice there are attributes which do not characterize all
members of an observed collection of objects. A very simple
example, when one investigates an infinite set via a finite
family of its finite subsets. For instance, a number theorist
studies regularities of natural numbers using computers.

Throughout this section let U be any non-empty set.

Definition 8. Let 5 C 2V be a non-empty family of non-
empty subsets of U called the base system. Its elements are
the B-sets.

A family of sets ® C 2V is B-definable if its elements are
B-sets, otherwise D is B-undefinable. A non-empty subset
X € 2V is B-definable if there exists a B-definable family
of sets © such that X = [JD, otherwise X is B-undefinable.
The empty set is considered to be a ‘B-definable set.

Let ©g denote the family of B-definable sets of U.

Definition 9. Let 8 C 2V be a base system and X be any
subset of U. The weak lower B-approximation of X is

(X)) = J{v |y es, Y C X},
and the weak upper B-approximation of X is

X)) = Jlv |y eB.ynX #£0}.

Notice that @b% and Qu% are straightforward point-free gen-
eralizations of lower and upper e-approximations.

Theorem 10 ([10], Theorem 4.5). Let the fixed base system
B C 2V and maps Q:'?B and Qﬁﬁ% be given.

1) VX € 2Y (€% (X) C € (X)).

2) VX € 2V (€% (X) C X)—that is, €3 is contractive.

3) VX €2V(X C Qﬁ%(X)) if and only if |JB = U—that

is, & is extensive if and only if B covers the universe.

In other words, the pair of maps €%, €% : 2U — 2U is a
weak approximation pair on U, and it is a strong one if and
only if the base system B covers the universe.

Remark 11. f|UB # U, then VX CU\UDB VB € B(X N
B = (). Consequently, for all these subsets Qﬁ%(X )=Ub=
(0, i.e., the empty set is the weak upper B-approximation of
certain non-empty subsets of U. This uncommon case may be
interpreted so that our knowledge about the universe encoded
in the base system ‘B is incomplete. This case may be excluded
by a partial map called strong upper B-approximation. For
more details, see [9].

Definition 12. Let the fixed base system B C 2V and maps
¢% and Q‘iu% be given. The quadruple (U, B, Qib%, Qiﬁ%) is called
a weak ‘B-approximation space.

Theorem 13 ([10], Corollary 4.10). Let the weak ‘B-
approximation space (U, B, &%, Qiﬁ%) be given.

The pair of maps (Q:tt ,QI';B) forms a Galois connection on
(2Y, Q) if and only if the base system B is a partition of the
universe U.
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VIII. THE SECURITY MODEL

An execution sequence consists of linearly ordered observ-
able atomic actions. The manner in which execution sequences
are represented is irrelevant, they may be finite sequences
of primitive events, higher-level system steps, program states,
state/action pairs, etc., or a mixture of all these [4], [30].

A. Types of Atomic Actions

Let A; = {ai1,a2,...,a;, } be a finite set of externally
observable atomic actions of the it components of the dis-
tributed software system called the i** required component
action set (alphabet) (¢ = 1...,n). The required component
action sets are not necessary pairwise disjoint, and the com-
mon atomic actions in different alphabets are undistinguish-
able. An execution trace (string) o € A?° is a finite or infinite
sequence of not necessarily different atomic actions.

Let Aynsafe be a finite set of insecure actions, called the
unsafe action set, which may happen during the running time
of the observed system.

U4 =L, A = AjUAyU...UA, has to be augmented
by a number of additional atomic actions which may or may
not influence the safety of the system. Their set is called the
doubtful action set and denoted by Agouptfui- For instance,
usual interactions between end users and peripheral devices
probably do not influence the safety of the system. But, too
frequent interactions between them may indicate an unsafe
behavior.

Note that the required component actions sets A; are
component specific, while the unsafe and doubtful action sets
are not.

Let A = JA; U Agouptfur U Aunsase. called the (system)
action set. Let A; = A; U Agoubtfui U Aunsafe denote the
finite action set correspond to the " component called the
it" component action set (i = 1,2,...,n).

B. Anticipated Behaviors of Applications

We model the users’ anticipated behaviors of a software
component by a set of acceptable (feasible) finite linearly
ordered sequences of the expected ‘milestones’ from A;, in
informal cases, or finite linearly ordered sequences of the re-
quired component actions corresponding to a given precedence
dependency on A;, in formal cases.

In latter case, let us suppose that the actions in a re-
quired component action set A; have to be performed with
respect to the ordering constraints called ‘precedence’ de-
pendencies. Two actions are precedentially ordered if one
has to precede the other specifying the precedential ordering
such that starting a certain action depends on other actions
being completed beforehand. For a simple example, one
must enter into an application before quitting it. In symbols,
A; = {‘enter_into_application’, ..., quit_application’}
and ‘enter_into_application’ < ‘quit_application’. Of
course, there may be many other precedences that must be
obeyed.

We can represent these precedences by a set consisting
of the pairs of type (‘before_action’, ‘after_action’). This

situation is usually modelled as a scheduling problem which
is a common source of partial orders. That is, the precedence
dependency relation is reflexive, transitive, and antisymmetric,
and renders the required action set A; to a poset (A4;, <). It
is assumed that the precedence dependencies is configurable
in this way and it is captured by the system architect in a
precedential model.

In formal cases, let A; denote the set of all topological sorts
of the poset (4;, SL By the Szpilrajn’s Theorem [33], #A; >
1. An element of A; can be represented as a finite execution
Qiy Gy - . . a;,, of all elements of A; in such a way that for all
i, < 1, either a;, < a;, or a; and a;, are incomparable in
<. This means that a topological sort in A; is consistent with
the precedence dependencies defined on A;.

Similarly, in informal cases, let A; denote simply the set
of all acceptable (feasible) finite linearly ordered sequences of
the expected ll)lilestones’ from A;.

Note that, A; C A7, in both cases.

C. Modelling Software Systems and their Components

A distributed software system is modelled by a non-empty
set of infinite execution traces over the system action set A.

Definition 14. Let ¥ C A“ be a non-empty set of infinite
executions over the action set .A. Then, by a distributed
software system we mean an (A, ) pair.

Similarly, a software component or application is a non-
empty set of infinite execution traces over the i*” component
action set A;.

Definition 15. Let X; C AY be a non-empty set of infinite ex-
ecutions over the action set .A;. Then, by a software component
or an application we mean an (A;,Y;) pair (i = 1,2,...,n).

If a software system or its a component execution termi-
nates, i.e., it is representable by finite execution trace, we
represent it as an infinite execution trace by infinitely stuttering
the empty action A. The empty action A represents the fact that
the software system or its any application has not started yet,
or their running has already finished.

D. Modelling Observations

An observation of a distributed software system is modelled
by a non-empty set of finite execution traces over the system
actions set A.

Definition 16. Let X°°* C A* be a non-empty finite set of
finite execution traces over the system action set .A.
Then, by a system observation we mean an (A, X°%) pair.

Observations on components can be analogously defined
over A; i=1,...,n).

Definition 17. Let ¢ C A? be a non-empty finite set of
finite executions traces over the component action set .4;.

Then, by a component observation or an application obser-
vation we mean an (A;, $9%%) pair (i = 1,2,...,n).

In particular, ¥°°* and Y¢°* may consists of exactly one
execution trace.

843



844

E. Modelling Security

According to the expected behavior of the system, an
application is acceptable if it fully meets the requirements
of the precedential model (prescription).

The component which contains at least one unsafe action
is unacceptable (proscription). However, the transition from
the ‘acceptable’ decision to the ‘unacceptable’ decision is a
vagueness problem.

For the i** component (i = 1,...,n) we define

G, = pref(A_:»)
= {pref(oy)| oy € ZZ, ij = 1,...,#1@},

where pref(oy;) is the set of all prefixes of either a topolog-
ical sort oy, of the poset (A;, <) in formal cases or a linearly
ordered sequence of the expected ‘milestones’ in informal
cases.

Let & = J, S;. Clearly, G C 24" C 2A”,

The sets in & C 24" are not necessarily pairwise disjoint,
and, in general, | J & does not cover A*. In other words, & is
a base system over the universe A* by the terminology of the

partial approximative set theory.

F. The Vagueness of Acceptability

Let an observation set of the i'" application X¢** be given.
If 322%¢ includes at least one finite execution trace over A;
in which at least one unsafe action occurs, i.e.,

Thumease (55°°) # {2},

the observed action set 9% is unacceptable.

Let us assume, that the observed action set does not include
unsafe action, ie., ma,,., ;. (59°°) = {A}. By based on
only this observation set ¥¢%, can the observed application
be considered acceptable or not? This problem, as we also
mentioned above, is a vagueness problem.

In order to answer this question, let us form the lower and
upper approximations of pre £(X¢%*) with respect to the base
system &.

The lower G-approximation of pref(39%%) is

€5 (pref(B)) = J{S € & | S C pref(T9™)},
and the upper G-approximation of pref(ZZQbS) is
¢4 (pre£(Z9)) = | {S € & | SNpres(SP*) # 0.

By means of lower and upper G-approximation, the set
pref(X2%) of all prefixes of observed execution traces may
be approximated, consequently, the safety of the observed
action set Zfbs can be estimated to a certain degree, by the
information encoded in S.

¢ (pref (X)) and € (pref(X9%%)) can be interpreted
as a security evaluation of the system working at the moment
of the end of an observation time interval.

The execution traces in € (pref(3¢>*)) can be classified
with certainty as members of pref(3¢°%). Formally, all
elements of €% (pref(X¢>*)) suit an element in pref(A;),
or, in other words, a prefix of an execution trace in A;. Its
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elements can be interpreted as certainty safe execution traces
of the observation set X9 with respect to G, i.e., they fully
correspond to the users’ expectations.

pref(29%) \ €% (pref(X2*)) may include, e.g., action
sequences that miss some required actions or contain required
actions in wrong order. It may also include right ordered action
sequences which, however, contain doubtful actions between
two required actions.

The execution traces in QuG (pref(X¢¥*)) are not guaran-
teed that all of them are members of pref(X¢**). It may
happen, e.g., that an execution sequence for a while suits a
prefix of an execution trace in Aj;, but the next action is not
a required one, it may be missing or it is a doubtful one.

By the partial feature of the base system &, it may take
place that pre f(X9°%) ¢ @16 (pref(X¢°%)). It may emphasize
that our knowledge about the system encoded in the base
system & is not enough to approximate pre £(X¢%).

The situation pref(X¢*) C QnG (pref(X9**)) can be
interpreted so that all observed execution traces for a while
suit a prefix of an execution trace in Aj;, but some of them
has a wrong continuation or the next action is a doubtful one.

bOf coursel; ¢ (pref(Efss)) . C  pref(X9h). If
Co (pref(X9™)) = pref(X9”?), it means that all elements
of the observation set ¥:¢** can be viewed as safe execution
sequences with respect to the users’ expectations.

IX. CONCLUSIONS AND FUTURE WORK

We have shown a framework in which many questions cor-
responding to security features of distributed software systems
can be represented uniformly.

The presented model is a theoretical outline. The next
most important task is to work out a partial approximative
information system model analogous to Pawlak’s one [28].
This will enable to set up models which can be applied to
solving practical problems. Such a model could be a base on
which expert systems for enforcement of security policies can
be built up.

Theorem 13 shows that the pair of weak lower and upper
$B-approximations forms a Galois connection only in a very
special case. This restriction can be partly exceeded by using
the notion of partial Galois connection [24].
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