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Abstract—Large-scale agent-based software solutions need to
be able to assure constant delivery of services to end-users,
regardless of the underlying software or hardware failures.
Fault-tolerance of multi-agent systems is, therefore, an
important issue. We present an easy and flexible way of
introducing fault-tolerance to existing agent frameworks. The
approach is based on two new types of mobile agents that
manage efficient construction and maintenance of fault-
tolerant multi-agent system networks, and implement a robust
agent tracking technique.

I. INTRODUCTION

GENT technology represents one of the most consis-

tent approaches to distributed systems development.
Software agents can be defined as executable software enti-
ties with varying degrees of intelligence, autonomy, and the
ability to communicate to each other in order to solve com-
mon problems. An important feature of some software
agents is mobility, which enables them to move from one
node in a network to another. Migration path is often chosen
autonomously by the agent, and in general case it cannot be
predicted.

Agents need an environment in which they can execute
their tasks. A multi-agent system (MAS), or agent frame-
work, represents a programming environment that controls
agent's life-cycle and provides it with all the necessary
mechanisms for task execution.

Multi-agent systems are applicable to a wide range of
problems, such as information retrieval [11], mobile
telecommunication networks [7], and power supply manage-
ment [20], [21]. These solutions often employ physically
distributed, interlinked agent frameworks, in combination
with migrating agents. When compared to the standard
client-server model, agent-based approach yields in im-
proved performance and flexibility, reduced bandwidth re-
quirements and, ultimately, cost.

Large-scale agent-based solutions are, as any software
system, exposed to failures. Communication interruptions in
systems comprising a large number of frameworks can occur
due to traffic overload or hardware failures; agents carrying
important gathered data might become lost because of a soft-
ware glitch. These faults, however, must not affect the func-
tioning of the system as a whole — power supply must not be
interrupted because of a failed MAS node in the network.
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Fault-tolerance mechanisms should, therefore, be an impor-
tant part of any MAS implementation.

Fault-tolerance techniques used in traditional distributed
architectures are often static, require special infrastructural
support, and restrict the functionality of agent frameworks
[14]. Instead, multi-agent systems should employ dynamic
properties of their agents in order to provide efficient, do-
main-independent fault-tolerant solutions.

EXtensible Java-based Agent Framework (XJAF) [9] is
our own FIPA-compliant [5] MAS. It consists of a set of
loosely-coupled modules called managers. Each module is
responsible for handling a distinct part of the overall agent
management process. Managers can be added dynamically
and are recognized solely by their interfaces, allowing cus-
tom implementations. Multiple distributed instances of
XJAF can be connected to each other, forming a tree-like
network structure, with the primary instance representing the
root of the tree.

XJAF has a built-in support for agent mobility. While
pursuing their goals, agents can move freely among the con-
nected instances of the environment. The process of agent
location tracking is achieved through forwarding pointers
[18]: when an agent moves from one XJAF instance to an-
other, the originating instance keeps a migration pointer to
the target instance. An agent can then easily be found by fol-
lowing a path through the tree of instances.

When it came to fault-tolerance, the original implementa-
tion of XJAF had two major drawbacks. First of all, the tree-
like structure of interconnected instances was very fragile,
as the breakdown of any one node would divide the network
into two sets of mutually unreachable systems. There was
also no easy way of reintroducing the repaired MAS to the
network. Secondly, as the forwarding pointers technique
kept no track of alternative routes, a migrating agent would
have become lost if any intermediary MAS in its path broke.
The implementation of location tracking was also not robust
enough, as it, for example, did not include cyclic path man-
agement.

Our main motivation behind the presented work was to al-
leviate these problems and, by doing so, to improve fault-
tolerance of our system. We propose a solution based on the
introduction of two types of specialized mobile agents. We
have replaced the tree-like structure of interconnected XJAF
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instances with a fully-connected graph, and one of the main
tasks of the introduced agents is to allow efficient construc-
tion and maintenance of the new organization. Additionally,
the newly introduced agents have the job of building a fault-
tolerant location tracking system, one that will allow for ro-
bust agent tracking mechanism. And although our initial
goal was to improve the fault-tolerance of XJAF, our solu-
tion based on light-weight mobile agents can easily be ap-
plied to any MAS, as it is framework-independent, requiring
only few changes to the underlying MAS implementation.

The rest of the paper is organized as follows. In Section II
we provide an overview of the related work. Section III de-
scribes our approach to building and maintaining a network
of multi-agent systems in greater detail. Section IV presents
our solution to the robust agent-tracking problem. Finally, in
Section V we draw a conclusion of the presented work and
propose some future enhancements.

II. RELATED WORK

Agents are often used as low-level tools for assuring con-
ditions and providing support for higher-level processes. For
example, middle agents [6], [17] enable efficient flow of in-
formation, by acting as yellow page servers, data integrity
protectors, and intermediaries between information re-
questers and information providers. FUSION@ [3] employs
deliberate agents that perform intelligent load balancing,
manage all communication to and from the MAS, supervise
the integrity of other agents, etc. The main advantage of
these approaches is flexibility, as existing agents (that is,
functionalities) can be modified, and new agents can be
added, all without disturbing the remaining parts of the sys-
tem.

The benefits of using mobile agents in network manage-
ment have been presented in [1], [12], and [16]. It has been
shown that mobile agents enable flexible, dynamic network
building, provide for efficient discovery of network ele-
ments that violate normal behavior, and offer remote mainte-
nance features. As opposed to centralized administration
systems, distributed agent architectures that host and dis-
patch light-weight mobile agents increase network manage-
ment efficiency by reducing the traffic, especially in unsta-
ble network environments.

Significant part of the research effort regarding MAS
fault-tolerance is oriented towards increasing robustness and
failure resistance of agents themselves. This problem can
usually be handled with replication techniques, such as
those described in [2], [13], and [19]. The simplified idea
behind these techniques is to keep multiple copies of an
agent, distributed across a number of frameworks. In case
the original agent fails, one of the copies automatically takes
over its task execution process. Although agent fault-toler-
ance is beyond the scope of this paper, we apply the basic
concepts behind the replication techniques to achieve robust
agent tracking.

Fault-tolerance of a multi-agent system based on middle
agents can be improved with a swarming controller [4]. The
purpose of the controller is to reduce the chance of an agent
becoming isolated. For this task, it relies on two compo-
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nents: (1) a population manager, which maintains an opti-
mum number and distribution of mobile middle agents, so
that there is always at least one alternative path for two
agents to communicate; and, (2) an information propagator,
which handles knowledge distribution, assuring that if any
agent does become isolated, it can still access enough infor-
mation to continue uninterrupted execution.

DimaX [10], [19] is an agent framework with a advanced,
built-in fault-tolerance techniques. It uses interdependence
graphs for evaluating the significance of every agent in the
system, and maintaining an optimum number of replicas ac-
cordingly (process known as adaptive replication). The sys-
tem also employs host monitors, low-level agents that try to
perform early detection of failures and inform all interested
parties about the problem in a timely manner. This would,
for example, allow an agent and its replicas to leave the
troubling environment, or to move important data from it. At
the basis of the monitoring is a heartbeat technique, which
agents in the system use to indicate their valid operational
status to each other.

When it comes to fault-tolerance, certain aspects of the
DimaX system are superior to ours. However, DimaX was
designed and built around the concept of fault-tolerance.
Our goal was to instead propose light-weight solutions that
could be easily integrated into any existing MAS.

The problem of failed intermediary nodes in a forwarding
pointers-based agent tracking system was addressed in [8].
The proposed directory service requires that every agent re-
members up to n previously visited hosts, while each frame-
work keeps track of up to n different positions of the agent.
As the agent moves, these data sets are used to propagate in-
formation about the new host, providing a way of building
alternative paths to the agent.

This solution to the problem of forwarding pointers is
similar to ours. However, our solution offers increased flexi-
bility. First of all, we assign handling of all transition-related
information to a new type of agent, releasing the frame-
works and actual mobile agents from keeping track of the
migration process. Secondly, in the solution proposed in [8],
n has to be chosen at design time, usually by analyzing the
environment in which the system executes. We argue that it
is difficult to choose a good value for n, mostly because
component failure rate is not constant over time. Instead, we
adapt the number of alternative paths to the agent's behavior
— the more an agent moves across nodes, the more mobility
is important to it, and we increase the number of alternative
paths to it accordingly. However, for unstable environments,
we also allow for the increment rate of number of paths to
be risen and changed at run-time.

The Adaptive Agent Architecture (AAA) [14], [15] is a
multi-agent system in which middle agents called brokers
forward requests to and responses from registered agents.
Since an operational broker is crucial for the functioning of
the entire system, AAA comprises multiple brokers forming
a team. Behavior of all team members is guided by a team-
work theory, which drives them to perform tasks that are
beneficiary to the entire team. For example, if a registered
agent becomes disconnected because its broker had failed,
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all remaining team members will have a joint commitment
of reconnecting to the agent.

We have based the behavior of agents in our solution on
the teamwork theory proposed in AAA — an agent that de-
tects a failure of a MAS will have a commitment of inform-
ing other agents of the failure. However, in AAA, all bro-
kers are located within the same system, and a broker can
easily instantiate and add another broker. Our agents solve a
more complex problem of creating and maintaining a net-
work of physically distributed frameworks. In addition, we
have included some optimizations of the teamwork theory. If
an error occurs, not all team member will try to solve it. In-
stead, the order of problem solvers is organized by a simple
procedure.

III. BUILDING A RELIABLE NETWORK

Distributed, interconnected multi-agent systems compris-
ing mobile agents can provide efficient, flexible solutions
for a range of problems, such as information retrieval, power
supply management, telecommunication networks, etc.

XJAF has a built-in support for agent migration and a
mechanism for distributed problem solving. Previously,
multiple instances of the MAS were organized into a tree-
like, hierarchical structure, as depicted in Fig 1. During
start-up, each instance (except for the top-level, primary)
would inspect the address of its parent node and then regis-
ter itself with it. But, although easy to built, the tree struc-
ture was characterized by a single point of failure, that is a
breakdown of any one node in the tree would make all of its
sub-nodes unreachable by the rest of the system, and vice
versa. In addition, the system did not allow for an easy rein-
troduction of a repaired MAS.

In order to overcome this problem, we have redesigned
the inter-MAS connection system so that it organizes XJAF
instances into a graph-like structure. The produced graph is
fully connected. This approach is optimal as it introduces no
significant overhead and it makes the process of finding a
path to the target MAS a trivial issue.

[XJAF4J [XJAFSJ [XJAFGJ

Fig 1: Tree-like organization of XJAF instances

Each MAS contains a list of all other systems in the net-
work. A record in this list is a triplet (Address, State, Time-
stamp). Address is the physical address of the neighboring
MAS, whereas State is its active state, as perceived by the
current MAS (e.g. running, unresponsive, etc.). Timestamps
are an efficient way of selecting between mutually exclusive
messages [8]. If an agent receives two messages about a
MAS, one informing it that the MAS was started, other that
it was shut down, the agent can use the timestamp of each

message to determine whether the MAS is currently active
(i.e. it was down, now it's up) or whether it is actually un-
reachable (i.e. it was up, now it's down).

The connection graph is maintained by a special type of
mobile agent named ConnectionAgent. Each MAS in the
network has a single instance of this agent residing in it.
ConnectionAgent performs the tasks of adding a new MAS
to an existing graph, as well as detecting a broken MAS and
informing the remaining instances of the failure. As dis-
cussed earlier, the benefits of using a mobile agent in net-
work management are lower demands on network traffic and
system resources, and improved, distributed control, which
becomes especially important in unstable environments.

A. Registering a new MAS

In the previous implementation, a newly created instance
of XJAF, X1, would have had a single parent MAS to regis-
ter with. In that configuration, however, a problem might
arise if the parent MAS is not available (e.g. due to a failure)
during the start-up of X/. So instead of having a single par-
ent to register with, X/ will now scan a predefined range of
addresses until it finds the first available MAS. In order to
optimize the scan, an administrator can narrow the range as
much as possible, but at the same time keeping a sufficient
number of possibilities.

After finding an available MAS, X/ will create an in-
stance of a ConnectionAgent, which then takes over the reg-
istration process. ConnectionAgent is a light-weight mobile
agent that follows a simple registration algorithm. It mi-
grates from one node in the network to another, spreading
information about the newly created system.

ConnectionAgent keeps a list of all multi-agent systems it
has detected so far. Upon arriving to a node in the network,
the agent synchronizes its own list with that of its current
host. As a result of the synchronization process, the host re-
ceives information about the agent's originating MAS, while
the agent receives information about all systems the host is
connected to. During this process, timestamps are used to
select between mutually exclusive messages related to the
same MAS, as described earlier. If the synchronization has
resulted in any changes (i.e. the agent has learned about
some new nodes in the network), ConnectionAgent will up-
date its own list and send those changes to the originating
MAS.

The agent then chooses next unvisited MAS from its list,
and moves there. If there are no more unvisited systems, the
process of adding the new MAS to the network has complet-
ed successfully, and the agent returns home. There, it contin-
ues to execute steps related to detecting a broken MAS, as
described in the next sub-section.

Pseudo-code for the ConnectionAgent's registration algo-
rithm is as follows:

when (arrived to MASx) -

mark MASx as visited;
new MAS list = synchronize with MASx;
if (not empty(new MAS list))
{
update my list(new MAS list);
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ok = send new MAS list home;
}
else

ok = ping home;
if (not ok)

terminate and reverse reg process;
next = get next unvisited MAS;
if (exists(next))

move_ to (next);
else

move_ to (home) ;

After the synchronization process, the agent tries to com-
municate with its originating host. It will try to send it the
list of any newly discovered multi-agent systems, or simply
“ping” it, if there are no new systems in the result of the syn-
chronization. In any case, the return value of this communi-
cation is used to indicate whether the originating MAS is
still up and running or whether it had broken in the mean-
time. If the agent detects a failure of its originating MAS, it
will terminate and reverse the registration process, as de-
scribed in the next sub-section.

Fig 2 (a) depicts a scenario in which a new XJAF in-
stance, X1, needs to be added to an existing network com-
prised of three frameworks: 4, B, and C.

When the ConnectionAgent is created, only C will be in
its list. After migrating to C and performing the synchro-
nization with it, the ConnectionAgent will receive informa-
tion about the two remaining instances, 4 and B. At the
same time, X/ will become registered with C. The agent will
also send information about newly discovered systems to its
originating MAS. This situation is shown in Fig 2 (b). The
agent will then repeat the process two more times, visiting 4
and B and synchronizing information with them. Finally, it
will have no more unvisited instances, meaning that the net-
work is fully built, as shown in Fig 2 (c).

B. Detecting a broken MAS

Upon the successful completion of the registration
process, the agent will return to its originating host, where it
will continue to execute steps related to maintaining infor-
mation about the state of the network. However, two prob-
lematic situations might occur during the registration: the
originating MAS might fail, or the agent might become lost,
e.g. due to failure of its current host.

In order to overcome these issues, ConnectionAgent needs
to keep a heartbeat connection with its originating host. That
is, it will communicate with the host at regular intervals, in,
among other things, trying to detect its failure. The failure is
handled by reversing the registration process — going back
through the list of previously visited network nodes and in-
forming them of the broken MAS. Similarly, if the originat-
ing MAS doesn't receive any communication request from
the agent within a certain time threshold, it will initialize and
dispatch a new instance of ConnectionAgent, restarting the
registration procedure.

In a built network of multi-agent systems, ConnectionA-
gents maintain a heartbeat connection to each other, in order
to detect failures. Being guided by the teamwork theory, an
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(b)

Fig 2: Adding multi-agent system X1 to an existing net-
work

agent that discovers a problem will inform other agents
about it.

Agents execute asynchronously and independently, so
many instances can detect the same failure at the same time
and start informing each other, resulting in an unnecessarily
increased usage of bandwidth and system resources. To pre-
vent this from happening, we introduce an algorithm for
controlling the heartbeat connection.

Multi-agent systems in the network are ordered by their
respective timestamps (i.e. start-up times). We will say that
A is above B, if it has earlier timestamp than B. Similarly, 4
is below B if it has later timestamp than B. Each Connec-
tionAgent keeps a heartbeat connection only with agents di-
rectly above and directly below it. Therefore, failure of a
MAS will trigger a reaction in two agents. An agent that is
below the broken MAS will forward this information only to
agents below itself. At the same time, it will establish a new
heartbeat connection with the ConnectionAgent residing in
the first available MAS that is above the broken one. Simi-
larly, an agent that is above the broken MAS forwards the
information to all agents above itself, and establishes a new
heartbeat connection with the ConnectionAgent residing in
the first available MAS below the broken one. By following
this simple set of rules, ConnectionAgents can easily detect
and handle even multiple failures of a series of nodes.

While informing other agents of a broken MAS, Connec-
tionAgent again relies on timestamps. If, for example, the
broken MAS is rebooted before the agent has finished in-
forming other participants of the problem, there will be two
agents operating in the network: one telling that the MAS is
down, and the other telling that the MAS is up. But, because
the second agent is carrying a later timestamp, the correct
state can easily be selected.

IV. FAULT-TOLERANT AGENT TRACKING

The forwarding pointers approach is an efficient and easy
way of tracking agent's whereabouts. As shown in Fig 3, if
an agent moves from XJAF1 to XJAF2, and later to XJAFO,
there will be a pointer from the first to the second, as well as
from the second to the third host in the path. The pointers
are used to forward any messages directed to the migrating
agent.

However, if XJAF2 (or, in general, any node in the
agent's path) breaks, the agent will be lost. As there are no
backup paths, the originating framework is unable to deter-
mine the current host of the agent. The same holds if only
the communication link between any two nodes in the path
fails.

Combination of the newly integrated graph-like organiza-
tion of XJAF instances and the concepts behind replication
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techniques described earlier can be efficiently used to devel-
op a robust agent tracking system. The algorithm is, again,
implemented in a form of an agent, named RemnantAgent,
making the solution suitable for any MAS.

Each mobile agent in the system has one or more in-
stances of a light-weight RemnantAgent assigned to it, with
a single instance residing in each MAS node in the path. A
RemnantAgent can be considered to be a light replica of the
agent. It responds to two events triggered by the agent's mi-
gration. The first event is signaled when the agent moves
from one node to another. The event is dispatched to all but
the agent's target MAS. The handler of this event can be de-
scribed by the following pseudo-code:

when (agent moved from X to Y) -

agent here = false;

locations_after this.push back(Y);

all nodes in path.remember (X) ;

all nodes in path.remember (Y);

// propagate migration backwards

foreach (N in all nodes in path)

if (not N in locations_after this)

inform (N, agent moved, X, Y);

RemnantAgent holds the two sets of information: (1) an
unordered list of all nodes in the agent's path, and (2) a list
of locations the agent has visited after leaving the Remnan-
tAgent's node. The second list is used for iterative recon-
struction of alternative paths, while the first list is used to
propagate elements of the second list. That is, whenever an
agent moves from one node to another, this information is
propagated backwards to all nodes in the path. Back nodes
are identified by belonging to the list of all nodes in the
path, but not to the list of future locations. All RemnantA-
gents that handle this event will propagate the information to
all back nodes, which might seem as unnecessary and traf-
fic-heavy. However, this approach is required as any node,
or a link between any two nodes, might break at any time.

The second event triggered by the migrating agent is sent
only to the agent's target MAS, signifying the agent's arrival.
The handler for this event is as follows:

when (agent arrived from X) -

agent here = true;
locations_after this.clear();
all nodes in path.remember (X) ;

Consider a scenario in which there are 4 multi-agent sys-
tems, A4, B, C, and D, comprising a network, and there is an
agent (marked as ©) originating in 4. In the pursuit of its
goal, the agent moves from 4 to B, as shown in Fig 4 (a).
The migration triggers a creation of a RemnantAgent in A,

XJAF 6
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Fig 3: If XJAF2 fails, any agents that have through it are lost

which remembers that agent went to B (indicated by — B).
Each host builds the unordered list of all frameworks inter-
actively, by being part of the migration, or by propagating
migration between other hosts. So after the first step, both 4
and B have the same list (4, B): 4 has built its list by sending
the agent to B, while B has built its list by receiving the
agent from 4.

Next, the agent moves from B to C, as shown in Fig 4 (b).
RemnantAgent in B remembers the new position (— C) and,
after comparing this list with that of all nodes in the path (4,
B, C), propagates the migration back to A4, informing it of
the change. RemnantAgent in A updates the position of the
agent, keeping the previous value (— B, C). If the agent
continues to move, this time from C to D, the migration
process will create another instance of RemnantAgent in C
and trigger the location update in all previous instances. This
situation is depicted in Fig 4 (c).

Now, suppose 4 needs to deliver a message to the migrat-
ing agent. RemnantAgent in A has the following list of loca-
tions: B, C, D. The last known location is D so it forwards
the message directly there. But, let's say that there is a prob-
lem with the communication link between 4 and D, because
of which the message cannot be delivered directly. To solve

Fig 4: Robust agent tracking system

this issue, RemnantAgent in A inspects the previous host of
the migrating agent and tries to deliver the message through
it. So it forwards the message to RemnantAgent in C, which
then, by looking at its own list of locations, delivers it to D.
Similarly, if even C is down, the message can still be deliv-
ered, by going through B. In total, there are 4 alternative
paths available:

1. A—>D
2. A—>C—>D
3. A-B—D

4, A—-B—->C—-D.
By going from the last known location backwards, each
RemnantAgent will try to deliver the message in the shortest
path possible.
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Cyclic paths can also be easily handled. If, for example,
the agent chooses to move from D back to B, the path track-
ing algorithm is similar, only this time B, as the current host,
clears its list of locations, while all other nodes set B as the
last known location of the agent. In addition, 4 will remove
the previous instance of B from its list of locations. The final
situation is depicted in Fig 4 (d). Again, there are 4 possible
ways of reaching the agent from A4:

1. 4—B
2. A—->D—B
3. A-C—B

4, A—-C—-D—B.

To improve the fault-tolerance of the tracking system
even further, migration from each host can trigger the cre-
ation of n additional instances of RemnantAgent. These in-
stances would then be distributed across different MAS
nodes. Each new node can serve as an additional intermedi-
ary step in a path to the agent. The parameter n is config-
urable, and can be changed at run-time to reflect the overall
system stability.

V. CONCLUSION AND FUTURE WORK

Fault-tolerance of agent frameworks is an important issue.
Large-scale agent-based systems need to be able to function
in an uninterrupted fashion, assuring constant delivery of
services to end-users. The underlying agent technology
must, therefore, be capable of overcoming problems that
emerge due to software or hardware failures.

The goal of the work presented in this paper was to offer
a light-weight, yet efficient solution for improving fault-tol-
erance of existing agent systems. This has been achieved by
the introduction of two types of mobile agents: (1) Connec-
tionAgent for building and maintaining reliable networks of
distributed MAS instances, and (2) RemnantAgent, in charge
of providing efficient agent tracking mechanisms by intro-
ducing robustness to the original forwarding pointers tech-
nique. All presented functionalities can be easily integrated
in any existing MAS, with minimal changes to the underly-
ing implementation.

Our future work on the subject of MAS fault-tolerance
will be concentrated on providing flexible and robust agent
replication and timely fault-detection techniques.
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