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Abstract—The quality of an immune-based negative selection
algorithm hardly depends on quality of generated detectors. First,
they should cover anonself space in sufficient degree to guarantee
high detection rates. Second, the duration of classification is
proportional to the cardinality of detector’s set. A time reaction
for anomalies is especially important in on-line classification
systems, e.g. spam and intrusion detection systems. Therefore,
detectors should be sufficiently general (to reduce their number),
as well as sufficiently specific (to detect many intruders).

In this paper, we present an improved approach using dou-
ble, real-valued and binary, detectors, designed to meet above
stated requirements. We consider two version of proposed algo-
rithms, which differs from each other at the degree of allowed
overlapping regions. However, what is confirmed by presented
experiments, too aggressive minimization of overlapping areas
can be, not only computationally complex, but it provides lower
detection rates also.

I. I NTRODUCTION

NATURAL Immune System(NIS) prevents living organ-
ism against intruders calledpathogens. It consists of

a number of cells, tissues, and organs that work together
to protect the body. The main agents responsible for the
adaptive and learning capabilities of the NIS are white blood
cells calledlymphocytes. They differentiate into two primary
types: B- and T-lymphocytes called also B- and T-cells for
brevity. T-lymphocytes are like the body’s military intelligence
system, seeking out their targets and sending defenses to lock
onto them. Next, B-lymphocytes, destroy detected invadersto
protect the body.

The lymphocytes start out in the bone marrow and either
stay there and mature into B-cells (this process is called
affinity maturation), or they leave for the thymus gland, where
they mature into T-cells in the process ofnegative selection.
This process has inspired Forrestet al. [8] to formulate so-
callednegative selection algorithm(NSA). NSA is designed to
discriminate between own cells (calledself) and others (called
nonself). To achieve this goal, first, detectors (a counterpart
of T-lymphocytes) are generated. Freshly generated detector
(usually, in random way) is added to the set of valid detectors
only if does not recognize anyself element. A nice feature of
the NSA is that it does not need examples ofnonselfsamples
(counterpart ofpathogens) to detect them.

It is obvious, that the efficiency of NSA hardly depends
on the quality of the detectors. Section II precises what the

“quality” really means. This problem was widely discussed
in [14], [13], and [4], where many interesting improvements
are described. In these papers, however, only one type of
detectors was considered: either binary (calledb-detectors) or
real-valued (v-detectors). In this paper we present a model,
called b−v model, containing bothb- and v-detectors. This
idea was already proposed in [5], but here we focus on the
problem of findingefficient detectors that are as unique as
possible.

The paper is organized as follows. Section II presents short
description of related works. Our approach is discussed in
Section III. Section IV describes experiments and their results.
Lastly, Section V concludes the paper and discusses possible
applications of the algorithm in real-life problems.

II. BACKGROUND

Negative selectionalgorithm [8] relies on the assumption
that an UniverseU (the set of all possible molecules, or items
relevant for a given problem) can be divided into two disjoint
subsets:

U = S ∪ N , S ∩ N = ∅

where,S represents a set ofself molecules andN – a set of
nonselfmolecules. The main task of NSA is generation of such
a set of detectorsD, which recognize as much as possible of
nonselfelements. Unrecognizednonselfsform so-calledholes
(H). Their existence is even desirable for anomaly detection
systems, as they generalize normal behavior of a system
under considerations – consult [12] for details. Obviouslythe
detectors cannot recognize self molecules. Denotingr(d) the
set of molecules recognized by the detectord we state these
requirements as follows

⋃

d∈D

r(d) ≈ N , ∀(d ∈ D)[r(d) ∩ S = ∅]

In general,D consists of various detectors, which are more
or less general. By “general” detector we understand such a
detector that: (a) the setr(d) is as large as possible, and (b)d

recognizes as small as possible elements recognized by other
detectors, i.e. for any pair of detectorsdi, dj the cardinality
of the setr(di) ∩ r(dj) should be close to zero. Lastly, the
number of the detectors inD should be as small as possible.
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To generate such a set of optimal detectors, many improve-
ments of NSA were invented in last years. Among them,
we can mention so-calledr-chunks matching rule,r-CMR
in short, [2]. In comparison with most popularr-contiguous
bits matching rule, denotedr-CBMR, [11], it creates greater
number of simpler detectors more adequately fitted to the set
N . In general, ab-detector can be activated by more than one
pathogen. Unfortunately, probability of generating detectors
is inversely proportional to its length [13]. Note that with
r-CBMR a window of sizer is shifted along two strings
corresponding to the sample (i.e. molecule) and to the detector.
If both the substrings within the window are identical – the
detector is activated. Withr-CMR the detector is represented
as a substring of lengthr situated somewhere within the larger
string of lengthl (its remaining positions are irrelevant and
denoted by the * symbol). Such a detector can be represented
compactly as a pair(sd, p) wheresd is the substring of length
r and p denotes its starting position. Now we choose the
substringsm of the sample starting from positionp and if
sd = sm then the sample is treated as a pathogen. Below,
an example of matching a sample by using both the rules for
affinity thresholdr = 3 is given:

l

z }| {

1 0 0 0 1 1 1 0 ← sample→

l

z }| {

1 0 0 0 1 1 1 0

0 1 0 0 1
| {z }

r

0 0 1 ← r-detector;r-chunk→ * * 0 0 1
| {z }

r

* * *

To cope with problems where the molecules are represented
by m-dimensional real-valued vectors the V-Detector algo-
rithm was proposed in [9]. Here the “shape” ofv-detector
depends on metric used to measure the similarity between
samples. For example, for Euclidean distance,v-detectors are
hyperspheresdc,r wherec stands for the center andr is the
radius of the hypersphered (note thatr can be different for
different detectors). We say that the detectordc,r recognizes a
moleculex if dist(dc,r, x) ≤ r. Obviously, the most desirable
are v-detectors with possibly high volume (or possibly long
radius r) to cover as much as possible of theN subspace.
However, from the experiments presented in [3] it follows,
that the similarity metric exerts significant influence on the
cardinality of D. For Minkowski distance (Lm), including
fractional distancewith 0 < m < 1 (recommended for
highly-dimensional problems [1]), the number ofv-detectors
rapidly increases whenm value decreases. Detailed discussion
of the coverage for V-Detector algorithm, including statistical
estimation of coverage degreeco can be found in [10].

A smart way to decrease cardinality ofD relies upon
minimizing an overlapping regions between each pair of
detectors – this is the main goal of this paper. Using this
assumption, Wierzchoń [14] proposed an algorithm generating
optimal repertoireof b-detectors. At the post-processing stage,
a common parts of the detectors are joined, making in effect a
kind of forest. Minimal set of the detectors is build by fixing
paths from the roots to all leaves. Figure 1 shows such a

Fig. 1. Compact representation ofb-detectors for an example presented in
the paper [14].

Fig. 2. Selected situations during generating of detectorsfor 4-nearest
neighbors case. Detectors plotted with dashed lines are eliminated, because
they have smaller discriminative power (shorter radius) then their contr-
candidates. In the case (a) and (b) both detectors are generated.

compact representation for the following set ofb-detectors:

Db = {000110,101000,101010,

101011,111000,111010,111011}

In this case the size of|Db| can be reduced from 7 to 4.
Minimizing the overlapping regions between detectors is

possible forv-detectors also. Usually, they are generated in
random way, as suggested at the very beginning. This method
can be inefficient when the centers of potential receptors
are located very close to theself samples. In such cases,
detectors have small discriminative power (short radiusdr).
In consequence, much more detectors are needed to achieve
predefined value of estimated coverageco defined in [9]).
However, even admitting a location of even only few (2-4)
nearest self samples [4], except the nearest one (see Figure2),
can give a valuable results. It should be noted that such a
solution does not increase the computational complexity of
the whole algorithm, as the distance to allself samples have
to be calculated anymore.

III. PROPOSED APPROACH

Exploiting our experience with NSA, ab−v model contain-
ing both binary and real-valued (with variable radius length)
detectors was proposed in [6] (see Figure 3). It was designed
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Fig. 3. Scheme of the classification process forb−v.

mainly for coping with multi-dimensional data for which nei-
therb- norv-detectors alone were not able to cover sufficiently
the N space in reasonable time. Applying both types of
detectors we increase thedetection rate(DR), measured as:

DR =
TP

TP + FN

where:TP (true positive) stands for the number of correctly
classified anomalous samples, andFN (false negative) – for
the number ofself samples recognized asnonself.

As significant fraction of censored samples was properly
recognized byb-detectors we reduce time complexity of the
classification stage. This follows from the fact thatb-detectors
use simpler and much faster matching function in comparison
with v-detectors. Becauseb-detector withr-chunk matching
rule needs examination of2r candidates, we restrict signifi-
cantly the value of thresholdr assuming thatr ≤ 20.

Experiments conducted with theb−v model confirmed, that
for multi-dimensional data, it is more efficient than other
known approaches with single type of detectors. The profits
hardly depend on the degree of coverage of theN space
provided byb-detectors. For all tested data [6] described by
more than 40 attributes, a shortb-detectors (r ≤ 17) were
able to correctly classify over 50% samples and sometimes
this value increased to 80-90%.

However, in these experiments both types of detectors were
generated independently. It means, that:

Nb ∩Nv 6= ∅

where,Nb and Nv stands for the set of nonself molecules
recognized byb- andv-detectors, respectively. Hence, we can
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Fig. 4. A subspace covered by singleb-detector101 at the 3-dimensional
hypercube whenbpa = 1.

suppose that some fraction ofv-detectors is redundant and
never used. To avoid such a situation, generatingv-detectors
we should take into account theb-detectors already created.

A. A coherence betweenb- and v-detectors

The accurate volume occupied byb-detectors (Vb) is difficult
to calculate. It depends, mainly, on the number of generated
detectors|Db|, however, we should remember, that two fixed
length detectordi and dj (di, dj ∈ D) are able to recognize
various number ofnonself samples (different discrimination
power). Some formal schemes to calculate expected number
of b-detectors, probability that selectedb-detector recognize
a sample, number of holes|H| etc., which can be helpful to
estimateVb were presented in [7]. However, much simpler
method, is simply assuming, that degree of coverageN is
proportional to the number of correctly recognizednonselfs.
Therefore, base on the results presented in [6], we can state
that in most casesVb significantly exceeds 30% of|U|, even
for small (in comparison to the total lengthl) values ofr. For
instance, whenr = 15 and bpa = 1, the following results
were obtained for training data:Spambase– 24.1%,Madelon
– 68.6% andKDDICMP – 42.02%.

It means, that significant part ofN can be excluded from
further considerations to avoid generation of redundant (with
respect to the setDb) v-detectors. Eliminating such detectors
will result in shorter classification time, what is the main goal
of this paper.

The problem is how to convertb-detectors to real-valued
detectors. The simplest way relies upon treating theb-detectors
as hypercubes or hyperspheres inU . However, it is possible
only whenw = r, where,w - sliding window’s size for V-
Detector, used for reducing dimensionality of samples. Then,
a center of real-valued representation ofb-detectors (cvb) can
be calculated as follow:

cvb[k] =
toInt(bk∗bpa,(k+1)∗bpa−1)

2bpa
+

1

2bpa+1
,

for k = 0, . . . , w − 1

where, bi,j denotes the substring consisting of the values
from position i to position j of the convertedb-detector,
toInt(binV al) – function converting binary valuebinV al
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(a) (b)

Fig. 5. An example of performance double receptors algorithms in 2-
dimensional space forbpa = 2: (a) with non overlapping detector’s centers,
(b) with no overlapping detector’s types. Black circles denotesself samples,
light gray circles -v-detectors and dark gray squares or circles -b-detectors.

to integer. Depending on used shape, the length of diameter
(in case of hypersphere) or length of edge (hypercube) is
equal2−bpa.

An example of representation of a singleb-detector in real-
valuedU is presented in Figure 4.

B. Description of proposed algorithms

We would like to focus on two possible approaches to
minimizing an overlapping regions (see Figures 5). First of
them requires only that the center of randomly generated
detector will be not covered by neither existingv- nor b-
detectors (Figure 5(a)) and its radius is equal to the distance to
the nearestself sample. The main advantage of this approach
is that its computational complexity, measured by a number
of necessary multiplications, is identical to the complexity of
original V-Detector algorithm. Indeed, to verify if the selected
point is not covered by existingb-detectors, only additional
comparisons of real numbers are done. Moreover, by excluding
the subspace covered byDb, the probability of consecutiveT
failed attempts to find a center for not maturedv-detectors,
increases, what results in faster achieving pre-specified value
of co (shorter duration of learning process).

Figure 5(b) illustrates different approach. Here, V-Detector
algorithm works only on the subspace not covered by bothself
samples and the setDb. In comparing to previous approach,
here, to determine radiusdr, a distances to allb-detectors
are also considered. In this way, none ofv-detector will
cover anyb-detectors. However, in this case, we can expect
smaller or more specificv-detectors, as much more samples,
in comparing to|S|, are taken into account. Moreover, in
contrast to former approach, we have a significant increase in
computational complexity, which is proportional to the number
of considered hypercubes. Hence, denoting the complexity
of original V-Detector algorithm asO(|S|), for this new
algorithm we haveO(|S|+ |Db|). To better imagine the scale
of increase of the complexity, let us compare these values for
our testing data. Forr = 15 andbpa = 1, |Db| ≈ 10|S|.

Comparing results for both proposed approaches can give
an answer, if aggressive minimizing of overlapping regionsfor
detectors in worth increased complexity of learning stage.

TABLE I
BRIEF DESCRIPTION OF USED DATASETS.

Dataset Number of attr. Samples count Self count

Spambase 54 4601 2788
Madelon 250 2000 1000

KDDICMP 41 11910 4427

IV. EXPERIMENTS AND RESULTS

A. Testing Datasets

In the experiments 3 very popular datasets from UCI
Machine Learning Repository were taken, namelySpambase,
Madelon, KDD Cup 1999) (see Table I), whereKDDICMP

is the subset ofKDD Cup 1999, containing only the ICMP
network connections. These data, as well as a few other
datasets, were also used to investigate the efficiency of the
b−v. Hence, the results presented in this section may be
compared with original double detectors approach.

B. Description of experiments

To confirm the usefulness of proposed approach, we focused
on the number of generated detectors mainly. However, any
significant decrease inDR values were inadmissible.

Binary detectors were generated with the thresholdr =
{12, 15} andbpa = {1, 2, 3}. These values were chosen on the
base of the results reported in [6]; they guarantee high values
of DR and rather poor covering of theN subspace. Thus, we
get an insight into the rate of reduction the cardinality of the
setDv.

V-Detector algorithm was launched with various combina-
tion of following parameters:

• radius of real-valued self samples:rs = 0.001,
• estimated coverage rate:co = 99.99%,
• length of sliding window:w = {15, 20, 25, 30, 35}.

Experiments were conducted for both the approaches men-
tioned in Section III.

C. Results

This section presents only a small part of results obtained for
conducted experiments with overlapping and non-overlapping
double detectors algorithms.

First, let us focus on results of the approach with non-
overlapping centers. Figure 6 presents the number of generated
v-detectors for the testing data. For better visualization,figure
7 shows the percentage decrease ofDv when non-overlapping
double detector model were used. We see, that the reduction
of cardinality ofDv is significant; it oscillates between 10%
and 50%. Taking into account, that duration of classification
process is proportional to|Dv|, it is clear, that this approach
brings valuable profit. The confirmation of this thesis is shown
in Figure 9, where we can observe, that samples were censored
about 10% faster, in comparison with the originalb−v model.
Moreover, results presented in Figure 8 confirm, thatDR

was unchanged (difference±3%), in comparison to standard
double detectors model.



ANDRZEJ CHMIELEWSKI ET. AL: MINIMIZING OVERLAPPING REGIONS FOR DOUBLE DETECTORS APPROACH 29

15 20 25 30 35
v-detector window size (w)

100

1000

10000
N

um
be

r 
of

 v
-d

et
ec

to
rs

Spambase - B-V
Spambase - B-V NO
KDD_ICMP - B-V
KDD_ICMP - B-V NO

Fig. 6. Comparing the number of generatedv-detectors for selected datatset
whereb−v model was applied. Dashed line represents result for overlapping
(B-V ) and solid for non-overlapping (B-V NO) version.
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Fig. 7. The percentage decrease of|Dv| when original (B-V ) and non-
overlapping (B-V NO) b−v models were applied for testing datasets.

In case of aggressive approach with non-overlapping detec-
tors, as expected,v-detectors were generated with very small
radiusdr. For example, forbpa = 1 (in such a case the radius
for real-valued representation ofb-detectorsrbs = 0.25),
regardless ofw, the average radius of generated detectors was
equal0.31. As a result, in all testing cases, the total number
of generated detectors reached the maximala priori allowed
number ofv-detectors, namelyTmax = 10000. We can also
observed approximately 10-15% decrease ofDR, what can be
result of poor coverage provided by detectors.

V. CONCLUSIONS

The b−v model based on the negative selection mechanism
was developed within domain of Artificial Immune Systems.
It was designed, to overcome a scalability problem, which
is key problem for all existing algorithms. The most natural,
and simultaneously more desired domain, where negative
selection algorithms can be applied, relates with protection
of computer systems and networks against intruders as well
as, e.g., with eliminating spam. However, a common feature
of these problems is high dimensionality of the samples used
to describe legal and illegal behavior of an appropriate system.
Unfortunately, for multi-dimensional data, the complexity of
both binary and real-valued representation, makes impossible
to generate the set of detector’s ensuring detection of anoma-
lies on high level.
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Fig. 8. Percentage difference inDR values between overlapping and
non-overlappingb−v models. A positive value denotes, higherDR was
achieved for non-overlapping algorithm.
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Fig. 9. Comparing the duration of classification process forKDDICMP

dataset forbpa = 1 andw = 12.

Double detectors model, what was experimentally con-
firmed on various data, provides for multi-dimensional data
much higherDR, than all known negative selection algo-
rithms. However, all improvements related especially with
increase inDR and reducing classification duration are very
desired. Then, a more efficient negative selection algorithms
will be much attractive alternative to traditional, statistical
techniques.

The approach presented in this paper, is the next step
for improving quality of detectors. However, this time, in
contrast to the methods described in the literature, algorithms
generating both types of detectors depends on each other.
To generatev-detectors, except real-valued self samples, also,
already generatedb-detectors are taken into the consideration
to minimize its overlapping regions. As a result, we achieved
significant decrease of cardinality ofv-detectors with prevent-
ing coverage degreeDR ratio (preventing coverage’s degree).
This feature is notably important as it proportionally reduce
when classification time is crucial.
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[3] Chmielewski A., Wierzchoń S. T.,On the distance norms for multidimen-
sional dataset in the case of real-valued negative selection application,
Zeszyty Naukowe Politechniki Białostockiej, No. 2, 2007, pp. 39–50.
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