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Abstract—This paper addresses the problem of improving o Golden Run — a referential run during which execution
efficiency of software implemented fault injection experinents. statistics are collected and the correct program’s result i
It is especially focused on the problem of collecting progra recorded
execution statistics. The classical SWIFI depends on opeiag ] . - . .
system's debugging API. We introduce a new method which  * Experiment Run — a run with a fault injected; execution

is based on Qemu_a versatile processor emulator. By a|ter'g‘| Sta'[iStiCS are CO”eCted on demand; a reSU|'[ iS Obtained
Qemu’s dynamic code translation procedure we are able to to compare with the correct one and the execution path
collect execution statistics significantly faster than intie classical altered by the fault may be investigated.

solutions. The achieved performance gain is illustrated vih

experimental results. After a Golden Run a series of Experiment Runs is needed

to detect weak points of a program. Of course after intraayici
|. INTRODUCTION a madification into the tested program a Golden Run with
AULT injection is a very important technique to studyfollowing Experiment Runs have to be conducted again to
F and improve system dependability. It gives the ability tgerify if the modification is beneficial. Typically improvin
simulate faults conditions [1] and study their effects. a program consists of testing many modifications and to
Injecting faults can be realized either in hardware or imake the whole process efficient it is crucial to minimize the
software. Hardware solutions consist of techniques likevizge overhead of every tested program run.
ion radiation, pin-level injection or electromagneticerfer- ~ The core of FITS relies on operating system’s debugging
ences [2]. These solutions are costly, because they requdfgmework. This approach introduces some restrictions and
specially designed systems or dedicated equipment. Mergovnay cause performance issues described in Section Il. To
heavy-ion radiation and electromagnetic interferenceehav improve the performance of Golden Run we have developed a
very low repeatability, thus they are inadequate for trgcirnew method that relies on the dynamic code translation.in th
fault effects. These characteristics make hardware soisiti paper we outline the architecture of the new method compared
inappropriate for everyone who intends to start softwalie reto FITS’s original solution, present achieved experimenta
ability tests. results and propose directions for extending this approach
On the other hand software solutions are easier to implemenf he rest of this paper is organized as follows. In Section I
and assure high experiment controllability and obseritgbil we present FITS’s architecture for conducting Golden Runs
In this category we can find solutions simulating faults iand point out its drawbacks. Section Il introduces Qemu-
low-level hardware models such as VHDL models [3]. Thieased method and Section IV presents experimental reBults.
other group consists of runtime fault injectors [1], [4]],[5 Section V we outline further possibilities for utilizing @i
but they have limited capabilities like the lack of acceg# fault injection techniques and Section VI will concludhest
to hardware hidden registers [6]. Nevertheless according Raper.
[2] both of hardware and software techniques can produce
different results, yet they should be considered compleangn ) ) - .
Developed in our Institute FITS framework [7] is a software F1TS IS @ software solution that utilizes operating system'
implemented fault injector which can simulate various har@€Pugging framework — in case of Windows it is Win32
ware faults like bit-flips or stuck-at-0/1 in processorgigters 2€PU9ging APl and in case of Linux it is PTrace API [1].
and memory. Improving software with FITS is a comple)-{he gene_ral method of injecting a fault in the Experiment
and time consuming process. For every tested program itfgn Consists in:
required to run it many times to collect necessary inforomati  * Setting up a breakpoint at desired execution moment,
We distinguish two types of a program run: e running the tested process with FITS as monitoring
process,

This paper was realized within Ministry of Science and Higkeucation o during the breakpoint callback injecting a fault as altgrin
grant 4297B/T02/2007/33. | would like to thank Prof Janusar®wski and

Dr Piotr Gawkowski for fruitful discussions during the deyement of this the.teSted process with debqumg API (e-g- Overwriting
research. registers or memory values).
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During a Golden Run statistical data of a program execution P P
are collected. For example, these statistics include Idetdi *
execution for every instruction, counters for all registezads .
and writes or even the statistical of 1's and 0’s in instroasi Statistical module
arguments. To collect these data the tested program runs in
the trace mode, so a debugging API callback is invoked Fig. 3. Collecting processor’s state with Qemu

after every executed instruction. During every callbackS-I
as a monitoring process investigates the state of registers
the tested program using debugging APl and processes thdt. For these capabilities Qemu was our basis for devejopin
information in a statistical module. Fig. 1 presents thgien @ new solution for collecting execution data statistics.
of this architecture. The idea behind speeding up the process of collecting
This approach has two major drawbacks. The first one is tg¥ecution data is the interference into Qemu’s code tréinsla
step execution of the tested process. It is a performanae,isProcedure. We run a test program under Qemu in a single pro-
because of halting execution after every instruction tokey Cess mode with the target architecture the same as the native
costly data-processing callback through debugging APE TRNE, thus we make the program to be a subject of dynamic
impact is considerable because a Golden Run is approxiynal@l’de translation. We alerted the translation proceduraéh a
20 000 times slower than executing the program normally. Way that before translation of every emulated target insivn
The second issue is an operating system dependence. BtRrepared code for dumping the emulated processor state is
lizing operating system’s debugging API restricts thisutioh emitted. As a result during execution instructions for dumgp .
to testing processes only. It is impossible to inject faiite  @nd modifying processor's state alternate as illustrated i
the operating system, although it is a very interesting fiefd9- 2- ) )
for research. For example, using just FITS we are unable to!© ensure a good performance of processing execution state

answer a question what kinds of faults in kernel-space c&h€Very step we have decided to put a statistical module in a
propagate into user space processes. separate process. In Qemu’s process the code for dumping
processor’s state collects all needed data and sends them

through a pipeline to another process which performs sta-
tistical calculations. This solution allowed us to utilib&o

To address issues mentioned in Section Il we have devBlocessor’s cores during a Golden Run. The architecturae of a
oped a new method for collecting statistical execution da@yerall Qemu-based solution is presented in Fig. 3 and exact
which is based on Qemu process emulator. Qemu is a fast &@erimental results are presented in the next section.
versatile emulation platform with support for numerougigr  In that configuration performing a test is about 1 000 times
architectures like x86, ARM, SPARC and already has be&tpwer than a normal run, which is a significant speedup
utilized in scientific experiments [8]. Qemu’s performarise compared to overhead of 20 000 times in FITS. Moreover,
achieved with dynamic code translation. The general cofost of the time during a Golden Run is consumed by
cept consists in translating every emulated target instic processing statistical data, thus it may be a starting foint
into a set of native instructions which modify the emulatetérther optimizations — e.g. parallel processing.
processor’s data structure instead of real processorteegis
The support for multiple target architectures is realizathw
a series of backends for reading target's instructions andTO test the performance of Qemu-based solution we have
emulating their results on the processor’s state datatsneic Prepared three test programs:
The unique feature of Qemu is the ability to emulate not only « fi b — trivial implementation of the Fibonacci humber
the whole system but also a single process. In a single pgoces evaluator — as input a Fibonacci number to compute is
emulation mode Qemu is about 20 times slower than a hormal passed,

I11. GOLDEN RUN UNDER QEMU-BASED SOLUTION

IV. EXPERIMENT RESULTS
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« aes — AES data encryption function; modified in a such
way it performs encryption of a single data block a
specified number of times,

« md5 — hash function evaluation for a file.

Figures from 4 to 6 present the Golden Run execution
time for different test programs under FITS and Qemu. For
clarity for aes test program instead of a number of algorithm
iterations on 256-bits data block a whole amount of proaksse
data is given. Fig. 7 presents ratio of time needed by Qemu-
based solution compared to FITS for all test programs. Due
to different domains of experiments graphs were normalized
within x-axis to show the ratio for all probes collected ahgyi
the tests.

time [s]
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Graphs show that Qemu-based solution consumes about

5% of time consumed by FITS to achieve the same results.
The exception is di b test program for small problem size,
where the cost of setting up Qemu environment and dynamic
translation is bigger than running a program under FITS.
However, for bigger problem size the benefit is the same as
in other cases.

The purpose of implementinges program as an operation
on a single block of data was to avoid 1/O operations. This
introduces diversity compared tod5 which invokes 1/O
operations. However, it did not result in any major changes
in behaviour since during the same amount of time (15 s.)
both programs processed too small amount of data to make
the lack of 1/0O operations significardes processed 3 times
less data, which is a similar rate as obtained with testing AE
and MD5 from openssl library for a 1 GB file.

V. FURTHER DEVELOPMENT

Qemu-based solution is now utilized to speed up the Golden
Run phase. However it may be possible to implement also the
Experiment Run phase. It would benefit in two ways:

« perform tests on emulated architectures which differ from
the running system,
« allow to inject faults into the operating system.

factor [%]

e ' T T T T T
FITS —
Qemu -
100 ¢ |
A== % Ve e -7
10 £ . |
X
e
1 . ) ‘ | | |
0 50 100 150 200 250 -

data size [KB]

Fig. 5. Golden Run execution time fares

1000 , , , : :
FITS ——
Qemu —x——
100 F ]
10 e 1
l 1 1 1 1 1
0 200 400 600 800 1000

data size [KB]
Fig. 6. Golden Run execution time fod5

10000

1000

100 ¢

0 20 40 60 80 100
normalized domain

Fig. 7. Golden Run execution ratio

557



558

PROCEEDINGS OF THE IMCSIT. VOLUME 4, 2009

Performing tests on emulated architectures may be benddidlt injection experiments makes possible to improve with
cial when the target system is unavailable or slower than tthés technique more and more complex applications.

emulated one. Improving software with fault injection reeqa

a significant number of Experiment Runs to determine weak
points, so every speedup is desired especially when teating!l
complex piece of software. When we take into consideration
utilizing Qemu as a backend for a distributed fault injestio [2]
cluster as described in [9], [10] it could compose a powerful

framework for enhancing embedded software.

Utilizing Qemu as a fault injector at operating system leve|3]
would make possible not only testing behaviour of operatin
system with hardware faults, but also to simulate errors ig
peripheral devices as Qemu also simulates.

The only concern for Qemu as a fault injection framework>]
is uncertainty whether an emulated processor will behage th
same way as a real processor after injecting a fault. This may)
be achieved by comparing results of fault injection experi-
ments produced by FITS and those from Qemu’s emulation.
Another benefit of such research could be an increased yualif]
of Qemu’s emulation. This is because any detected differenc
in behaviour may result in a fix in Qemu, so it behaves theg
same as a real processor. ol

VI. CONCLUSION L

Fault injection is a way to study and increase softwareJreIiEal
bility by experiments. The software fault injection tecimés
are complementary with less available hardware techniquE%]
which makes them the first tool to use when there is a need
to improve a piece of software. That makes work on the&gl
techniques justified. [13]

Utilizing a processor emulator like Qemu outlines new
directions for implementation of fault injection. It giveke [14]
ability to speedup some tasks and has a potential to ext(ﬂ}aq
the functionality of existing fault injectors.

The presented method of collecting execution data stisti
is a mean to reduce time spent on improving software aﬁ%]
it has a potential for further extensions. Working on effitie
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