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Abstract—It may be considered a cliché to say that brain
is an electrochemical organ; researchers have speculated
that a fully functioning brain can generate as much as 10
watts of electrical power. We can actually see these electrical
changes in the form of brain waves as shown in an EEG
(electroencephalogram). There are four categories of these
brainwaves, ranging from the most activity (beta waves) to
the least activity (delta waves). The purpose of the paper is
to pragmatically assimilate the concept of brain emitting
electrical power to perform basic task of password recogni-
tion when user “imagines” a hand movement. Such a system
could allow a severely physically handicapped person to
communicate with his computing surroundings securely.
Here the distinction must be made between physically and
mentally handicapped. A physically disabled person who has
no control over his motor responses but does have control of
his thoughts could use the system effectively.

I. INTRODUCTION

HEN the brain is aroused and actively engaged in

mental activities, it generates beta waves. These
beta waves are of relatively low amplitude, and are the
fastest of the four different brainwaves. The frequency of
beta waves ranges from 15 to 40 cycles a second. Beta
waves are characteristics of a strongly engaged mind. The
next brainwave category in order of frequency is alpha.
Where beta represented arousal, alpha represents non-
arousal. Alpha brainwaves are slower and higher in ampli-
tude. Their frequency ranges from 9 to 14 cycles per sec-
ond. A person who has completed a task and sits down to
rest is often in an alpha state. [6]

Research has shown that although one brainwave state
may predominate at any given time, depending on the ac-
tivity level of the individual, the remaining three brain
states are present in the mix of brainwaves at all times. In
other words, while somebody is an aroused state and ex-
hibiting a beta brainwave pattern, there also exists in that
person's brain a component of alpha, theta and delta, even
though these may be present only at the trace level. The
system thus designed must respond to only the dominat-
ing wave. Also people can be taught to control voluntarily
their own alpha rhythms

The purpose of the project is to see if it is possible to
detect and categorize left and right wrist movements,
when the movements are merely imagined. The procedure
of the experiment is as follows, the user sits in front of the
computer. In response to commands given by the comput-
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Figure 1: The four categories of brain wave [6]

er, the wrist is imagined to be moving in one of the four
directions: pronate, supinate, flex and extend for either of
the wrist (left or right). During the movement, electroen-
cephalogram ( EEG) data is recorded by the BCI. After
the experiment is completed, the data is processed and the
output of the BCI system is one of the wrist movements,
left or right. The accuracy of the system is defined as the
number of correct classification divided by the total num-
ber of movements. We used the frequency domain analy-
sis to extract the information characterizing mental activi-
ties from the non-parametric and parametric spectral rep-
resentation of EEG. Also joint spectral properties of the
EEG components are analyzed for detecting particular
emotional states. The relationship between the time cour-
ses of the signal coming from different electrodes serves
as an indication of motor activities. Useful information
can also be extracted from particular brain configuration
that can be interpreted in terms of brain states.

It can be stated that mental activities, when mapped
onto the time frequency representation of EEG signals
displays a picture that illustrates the co-operative activity
consists in analyzing the joint time-frequency space
correlations between the components of the EEG signal.

II. BraiN CoMPUTER INTERFACE

In general terms, a brain-computer interface (BCI) is a
technical system that allows a person to control the exter-
nal world without relying on muscle activity. Rather than
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Figure 2: Morse Mouse-works in Microsoft Windows environment
replacing the point click and type environment [7]
depending on the body’s normal output pathways of nerve
cells and muscles, the input control signals are represent-
ed by electrophysiological impulses recorded directly
from the brain.

A. BCIworking

BCI are not mind readers as is the common perception.
The sensing techniques that can be used to extract infor-
mation from the brain are imprecise, and they can only
represent a microscopic fraction of the brain’s total activi-
ty. Even if we were able to extract the states from all the
cells in the brain, the information will be too complex to
handle, even for the most powerful supercomputer.

Practically, all BCI systems consist of at least 3 mod-
ules: a signal recorder, a signal preprocessor, and a classi-
fication module as seen in figure 3.

2.1.1 Signal Recording: The majority of all existing
BCI systems including the one used in this project use
recordings of the electrical activity in the brain, so called
electroencephalogram (EEG) as the source of input. EEG
represents the electrical activity of the brain as recorded
from scalp electrodes. The recorded activity is derived
from the post synaptic potential of cortical neurons. The
thalamus serve as a pace maker of the cortical rthythms via
the thalmo-cortical projections. The purpose of the
recorder module is to measure, amplify and filter the EEG
signal before converting it to digital form and passing it
onto the preprocessor module.

2.1.2 Signal Preprocessing: In the preprocessor, the
digital input signal is converted to a form that makes it
easier to classify. This transformation may include further
filtering, noise reduction and combination of different in-
put channels or other forms of digital signal processing.

2.1.3 Classifier: The last step in the BCI chain is the
classifier module. Here, the features extracted by the pre-
processor are used to sort consecutive input signal seg-
ments into categories. Often the classifier is based on
some sort of adaptive self learning software that is trained
to recognize the important pattern.

III. PROPOSED SYSTEM FOR PASSWORD RECOGNITION

The system developed as a part of this project works
on the BCI model discussed above. The system consists
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Figure 3: The principle of the brain computer interface
of electrodes (embedded in the scalps of the user), EEG
(for signal recording), signal preprocessor, a feature
selector, and a classifier.

A.  System Preprocessor

In preprocessor module, preprocessing of data is per-
formed with the help of Autoregressive modeling. Reflec-
tion coefficient will be the output in this module. For this
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Figure 4: System block diagram
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project specifically, Burg’s method for autoregressive
modeling which is based on the intensive use of Levin-
son-Durbin recursion and minimization of forward and
backward error was used.

B.  Feature Selector

For the Feature Selector, in order to avoid inaccuracies
in the system, “Bhattacharya Distance Algorithm” was
used to select the signals. This reduces the number of sig-
nal processing and calculations. Further reflection coeffi-
cient based feature can easily be validated, thus increasing
efficiency.

C. Classifier and Fisher Selection
Criterion

At the output of feature selector, we are having best fea-
tures to be used for classification and it is given for classi-
fier to classify it. One of the most successful techniques
for classification tasks is Discriminant Analysis which is
known to learn Discriminative feature transformation.
Fisher discriminant analysis finds a discriminative feature
transformation as the collection eigen vectors of matrix
T=%," I, where X, is intra-class covariance matrix and %,
is interclass covariance matrix. It has been shown [2] that
decision hyperplanes for binary classification obtained by
SVMs is equivalent to the solution obtained by Fisher’s
linear discriminant on the set of support vectors. Specifi-
cally for the project this method comes out as pragmatic
solution to the string of word formation as it classifies the
incoming Best features by the feature selector.

Fisher’s idea behind Linear Discriminant Analysis
(LDA) is to transform the multi-varied observations x to
univariate observations y such that the y is derived from
the two classes were separated as much as possible. Sup-
pose that we have a set of m p-dimensional samples x; X»,

. Xm (Where x; = (Xi1, Xi, Xjp)) belonging to 2 different
classes ¢ |, and ¢ » For the two classes the scatter matrices
are given as:

Si =St (X-X1) (X-X0)’ (eq3.1)

where X; =1/m; Ixeci X and m ; is the number of samples
in a. hence the total intra-class scatter matrix is given by:

Toe S1482= 5 Tt (X-X1) (X-X1)” (eq 3.2)

Fisher’s criterion suggested the linear transformation $
that maximizes the ratio of the determinant of the inter-
class scatter matrix of the projected samples to the intra-
class scatter matrix of the projected samples:

J(8)=mod(3 T , 5)/mod(3 T » 3) (eq 3.3)

If X, is non singular equation 3.3 can be solved as a con-
ventional eigen value problem and $ is given by the eigen
vectors of matrix X'

Although practical evidence has been shown that
disciminant analysis is effective, significant separation
does not necessarily imply good classification. Multiclass
disciminant analysis is concerned with the search for a

linear transformation that reduces the dimension of a giv-
en n class, p-dimensional statistical model to n-1 dimen-
sions while preserving the maximum amount of discrimi-
native information in the lower dimensional model.

In general using the base error directly as a criterion is
too complicated and Fisher’s criterion is easy to solve, but
it only provides sub-optimal solutions. Fisher’s criterion
can be solved by an eigen value decomposition of " %
and taking the rows of the transformation matrix to be the
eigen vector corresponding to the n-1 largest eigen values.

However, it has been shown that, for multiclass prob-
lems, Fisher’s criterion is actually maximizing the mean
square distance between the classes in the lower dimen-
sional space and is clearly different from maximizing
classification errors [1]. When maximizing the mean
square distance, class pairs having large distances com-
pletely dominate the eigen value decomposition. The re-
sulting transformation preserves the distances of already
well separated classes. As a consequence, there is a large
overlap among the remaining classes, which leads to sub-
optimal classification with low accuracy rate.

IV. REsuLTS

The data for this analysis was taken from 4 healthy sub-
jects at sampling rate of 46 Hz recorded at brain computer
interface lab of Essex University, UK. Data acquired us-
ing a mindset system with a 10/20 ear referenced 21 elec-
trodes setup. Each subject was asked to conduct 3 five
minutes experiment for the two conditions: left hand
imaginary wrist movements and right hand imaginary
wrist movements.

During these experiments, the subjects were asked to
imagine one of the four wrist movements ( pronate,
supinate, flex and extend). The type of wrist movement to
be done was through commands shown on a computer
screen available to a subject. The time given to perform a
particular movement was two seconds after which a rest-
ing position command was issued. Next command was
given only after a gap of two seconds.

The exact sequence of events (wrist movements) was
randomized. A break of ten minutes after every 4-5 min-
utes session was given to the subject to prevent fatigue.

In this work Anderson’s recommendation were followed
to represent our recorded EEG data with the coefficients
of a pth order scalar arithmatic regression model. The pa-
rameters were estimated using Berg’s algorithm on a per
channel basis and then concatenated to form a set of pxc
dimensional feature vectors where c is the number of
channels used.

Here linear classifier is being used and the results were
tested for model order 3 to 10 for subject 1, the results
were obtained by considering entire data. It is clearly no-
ticeable from the figure that shows model order vs classi-
fication error that model order 3 is optimal 1. All 21 chan-
nels have been used in the analysis. The utility of reflec-
tion coefficient based feature vector can further be vali-
dated by quantifying the seperability using the Bhat-
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Figure 5: Model order vs Classification error in percentage

tacharya [3,4,5]. The analysis is done by comparing the
seperability on per reflection coefficient for all epochs,
per channel basis.

Figure 6 shows our actual experience with BCI coupled
with imagined hand movement of the subject. As evident,
the reflection coefficient is one of the features which can
be used for classification of imagined wrist movements in
EEG signals. The error percentage is found to be less for
subject 4 with 3.13% and maximum for subject 1 with
20.39% in unlocking the system with correct password
via imagined hand movements.

From these results it is evident that the computation of
reflection coefficient in autoregressive modeling has been
successful in providing discrimination between left and
right imagined wrist movements. In order to further im-
prove the classification rate, additional features based on
other statistical methods covering both temporal and spa-
tial domains are required to be augmented.

V. CONCLUSIONS:

Long term goal of this research is to build an intuitive,
reliable, secure password protected brain computer inter-
face that can be operated even by people with severe mo-
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Figure 6: Classification accuracy for each subject for imagined
movement

tor disabilities. The results on the imagined movements
showed that the information can be extracted when the
subject only imagines performing the motion but inhibits
the actual muscle activity. This is principally important
since it means that a fully functional system can be oper-
ated securely by people with motor impairments. Further
future extensions to the project may be to implement this
system in Wi-Fi environment that need higher degree of
security and which involves tremendous scope in BCI.
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