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   

Abstract—This  paper is  devoted to evaluation of mutation 
operators  of  SQL  queries  that  retrieve  information  from a 
database.  The  operators  mimic  various  faults  of the  queries 
that are syntactically correct but produce results unintended 
by  the  developers.  A  case  study  applies  the  SQL  mutation 
operators  to  typical  queries  commonly  used  in  programs 
cooperating with a real database implemented in an insurance 
company.  The  experimental  results  of  the  mutation  testing 
and  performance  measures  are  provided.  Usability  of 
operators was validated comparing  distribution of generated 
mutants, ability to detect mutants by tests and execution times 
of mutants. 

I. INTRODUCTION

MPORTANT components  of many applications  consti-
tute the code for cooperation  with  databases.  The most 

popular  language  to  implement  such  components  dealing 
with  relational  and  object-relational  databases  is  SQL 
(Structured  Query  Language).  Application  programs  typi-
cally contain a relatively large number of SQL queries and 
updates, which are sent to the DBMS for execution.

I

SQL queries, as any kind of a program, can contain syn-
tactic and semantic errors [1]. Syntactic errors resulting in 
an invalid SQL query are detected by DBMS during execu-
tion. In case of other errors, legal queries can be created but 
they might  not always produce results intended by the de-
velopers.  Results of a query execution strongly depend on 
the database schema and even small  changes might  cause 
substantial, adverse effects. 

Therefore, the testing of SQL queries is a critical part of 
software  development  and  evolution.  There  are  various 
techniques applied for this purpose [2-4]. One approach is 
mutation testing [5]. The SQL mutation [6-11], like other 
mutation techniques, can assist in development and evaluat-
ing quality of database test cases. It  can also be helpful in 
injecting faults in order to compare different testing strate-
gies. 

Mutation testing is considered one of the promising test-
ing techniques, but has high performance requirements and 
has to be supported by tools for generation of mutated pro-
grams and their execution. In recent years several tools de-
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voted to mutation testing of different  languages have been 
developed [12-17]. However, mutation testing is still scarce-
ly applied in industrial  practice. Testers often find it diffi-
cult  to  apply the  techniques  and  instead  rely on  domain 
knowledge and experience when designing tests [18]. 

Presented work supplements research  of [6,7]. The sub-
ject of this paper is evaluation of the SQL query mutation 
operators to validate their  usefulness and performance not 
only on simple examples, but also in the "real world" envi-
ronment. The case study was based on a commercial data-
base  and  applications  accessing  this  database  that  were 
heavily used in an insurance company. 

In experiments, a set of SQL mutation operators support-
ed by the SQLMutation tool [6-8] were applied. Execution 
and qualification of mutants,  as well as analysis of results 
were performed with  programs  prepared  for these experi-
ments.  Generated  SQL mutants  were used for  quality as-
sessment of applied test data.  The prepared test data com-
prised database content and parameters of SQL queries. We 
examined the distribution of mutants among different muta-
tion  operators,  ability to detect  different  mutants  by tests, 
and execution times of particular mutants.

The principles of SQL mutation testing and related work 
are discussed in Sec. II and Sec. III, accordingly. Subjects of 
the  case study are  described in  Sec.  IV.  Next,  Section  V 
presents  briefly  mutation  environment  used  for  mutants' 
generation, execution and qualification. In Sec. VI results of 
mutation  testing  and  performance  issues  are  discussed. 
Some conclusions finish the paper in Sec. VII.

II.MUTATION TESTING 

A. Basic concepts

During mutation testing small syntactic modifications are 
made in a subject program. In this way we obtain a collec-
tion of similar programs called mutants. Given a program P 
and a set of mutation operators, a mutation testing system 
creates a set of mutant programs; each obtained by applying 
a single mutation operator  to a single location in  P.  They 
are  so-called  FOMs (First  Order  Mutants).  Higher  Order 
Mutants (HOMs) are generated by applying mutation opera-
tors more than once.
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The created mutants are run with input data from a given 
test set  T. If for any test case  t∈Τ  the output of mutant  P' 
differs from that  of program  P,  mutant  P' is killed by the 
test set T (strong mutation testing). In weak mutation a mu-
tant P' is killed if its intermediate state differs to one of P. 

Mutants that generate exactly the same output for any test 
case as program  P are called  equivalent mutants. If a mu-
tant is not killed by a test set T, is either an equivalent mu-
tant or it is possible to develop another test to kill the mu-
tant.  The question whether a given mutant  is equivalent to 
the subject program is in general unsolvable. Typically the 
equivalent mutants are partially distinguished by a tool gen-
erating  mutants,  identified  approximately  after  intensive 
testing with a big set of tests or recognized by manual in-
spection. 

The adequacy of a  test  set  T  is quantitatively evaluated 
with a mutation score. It is measured as a ratio of the num-
ber of mutants killed over the total number of non-equiva-
lent mutants.

B. Mutating SQL queries

Mutation  testing  was primarily developed for  program-
ming  languages  like Fortran,  Ada [5].  Proposed standard 
operators,  referring  mostly  to  replacement  of  relational, 
arithmetic or logical operators, replacement of variables and 
constants etc., were also applied to other languages cover-
ing expressions. Further,  mutation technique was extended 
also for  different  domain  languages,  interfaces,  specifica-
tions and models, developing operators specialized in vari-
ous areas [19].

SQL is  a  non  procedural  language,  incorporating  both 
set-based and logic-based techniques.  A three-valued logic 
(yes, no, and an unknown value - NULL) is used in logical 
expressions.  All these features should be reflected in  SQL 
mutation operators. In the performed experiments we used a 
set of first order mutation operators developed in [6,7]. The 
SQL mutation operators were grouped in the following four 
categories: 
• SC - mutations for main SQL clauses,
• OR - mutations of conditions and expressions (typical 

standard mutations for general purpose languages),
• NL - mutations related to the handling of NULL val-

ues,
• IR - replacement of identifiers in SELECT clauses.

Brief  description  of the  mutation  operators  applied  for 
each category is given in Tab. I. More detailed explanation 
can be found in [7]. 

III. RELATED WORK

Different testing techniques and tools can be applied for 
SQL queries, as for example in [2] SQL queries are trans-
lated into procedural  language and further  tested,  AGEN-
DA tool generates tests for SGL statements [3], or test data 
criteria  are  defined  for  queries  forms with  some replaced 
values [4].

Tuya et al. [6,7] develop SQLMutation tool [8] that sup-
ports mutation operators for testing SQL SELECT queries 
(see the previous Section). Mutants are enclosed in a single 

database  transaction,  executed  against  the  database  and 
their outputs compared to determine the mutants that have 
been killed.  A mutant  causing  a run-time error  is consid-
ered also as being killed.  Reported experiments [7] exam-
ined SQL queries and their  tests originated from the SQL 
Conformance  Test  Suite  developed  by  the  Information 
Technology Laboratory of the  National  Institute  of Stan-
dards and Technology (NIST) [20].

Authors of [9] described a mutation testing tool JDAMA 
for  Java  programs  that  interact  with  a  database  via  the 
JDBC  (Java  Database  Connectivity)  API.  The  tool  inte-
grates analysis and instrumentation of the application byte-
code with SQLMutation [7]. They claim to use weak muta-
tion approach for applications as the result of a single query 
is  evaluated,  but  from the  SQL query point  of view it  is 
equivalent to strong mutation provided in [7]. Comparing of 
results is based on operating over the metadata of the two 
result sets. First, the numbers of rows (tuples) and columns 
(attributes) are compared. If equal,  the contents of two re-
sult sets are compared row by row. The mutant is counted to 
be killed if results are not equal. The JDAMA was tested on 
a small database from the JDBC tutorial and a Java imple-
mentation of an OLPT benchmark TPC-C [21]. So far there 
are no results of application of SQL mutation to real, indus-
trial databases and queries. 

Strong  mutation-based  testing  to  database  applications 
was proposed also in [10]. Seven mutation operators imitat-
ed faults of entity relationship model of database driven ap-
plications. The operators modify cardinality of queries, e.g., 
change a column given in select count (column); replace at-
tributes  with  similar  types,  e.g.,  replace  a  column  name 
with another  of appropriate  type; replace constraints,  e.g., 
use NOT EXIST instead of EXIST, etc. 

Authors of [11] employed mutation technique for injec-
tion vulnerability checking of JSP (Java Server Pages) ap-
plications.  They applied  four  mutation  operators  of SGL 
queries  and  five operators  injecting  faults  in  API method 
calls  used  to  connect  and  manipulate  database  tables.  In 
contrast to [7], the SQL operators concentrated on faults in-
jected into WHERE conditions  used not  only in  SELECT 
queries  but  also  UPDATE,  DELETE  and  INSERT  type 
queries.  The generated  mutants  can  be killed only by test 
cases containing  SQL injection attacks.  Also in  difference 
to [7], weak mutation testing was applied with killing crite-
ria distinguishing differences in intermediate states of data-
base tables and timeout limits. 

According  to experiments  for  C and  Java [22,23],  mu-
tants seems to be a good proxies for real faults for the pur-
pose of comparing testing techniques. Analogous results for 
SQL mutations are expected. Classification of semantic er-
rors  in  SQL queries  based on many programs  written  by 
non-experienced programmers can be found in [1]. It  pays 
attention  on typical  problems with  all  main  SQL clauses, 
which are also considered in the SQL mutation operators. 

IV. MUTATION SUBJECT

This section introduces subjects used in the case study: a 
database, examples of tasks including SQL queries run  on 
the database and tests of the tasks.



ANNA DEREZINSKA: AN EXPERIMENTAL CASE STUDY TO APPLYING MUTATION ANALYSIS FOR SQL QUERIES 561

A. System under test

The experiments were applied to a database of an insur-
ance company. Information about contracts between the in-
surance company and its clients was stored in the database 
tables.  The  contracts  were  signed  by  either  individual 
clients or other companies that  insured the groups of their 
employees. The Insurance database kept also records about 
personal  data  of insured  persons,  details  about  insurance 
scope, values of insurance payments, reasons of recognized 
payments, etc. In general,  it was a basic structure support-
ing the management of contracts of live insurances. 

Because of security reasons, the personal and operational 
data  were  substituted  during  experiments  with  the  corre-
sponding  artificial  data.  Using  the  same  structure  as  the 
original  database, a smaller mirror  database was prepared. 
This database has the same number of tables, the same rela-
tions,  and  the  same ratio  of record  numbers.  The  mirror 
database took less memory space and less time for perform-
ing queries and mutants,  than  it would be for the original 
database. The numbers of records stored in the tables of the 
mirror database and the value of occupied memory are giv-
en in Tab. II.

B. Tasks and tests

Different applications are run on the Insurance database. 
They include SQL queries to cooperate with the database. 
We considered five different tasks typically realized by the 
applications run in the insurance company.

The first task retrieves personal data and insurance data 
of selected clients from the database. The clients participat-
ed in group insurance taken out by their employers and con-
tinue it as a personal insurance. Database search area can be 
limited by different input parameters. Exemplary tests cor-
responded to parameters'  values dealing with conditions of 
group insurances  and  types of personal  insurances.  Other 
tests were created for additional  requirements,  like depar-
ture date, restricted names of clients, etc.

The second task was devoted to group insurances. Basic 
data about insurance policies, like types, identifiers, covers, 
rates, values and the number of insured persons were select-
ed. Parameters in test cases varied dates of joining the in-
surance and other significant conditions.

Also the third task worked on group insurances.  It  cov-
ered different characteristics of group policies taken out in 
selected regions. Test parameters taken into account differ-

TABLE I.
MUTATION OPERATORS USED IN EXPERIMENTS

No Category Operator 
type

Description

1

SC

SEL Swap of keywords SELECT and SELECT DISTINCT

2 JOI Each keyword (INNER JOIN, LEFT OUTER JOIN, RIGHT OUTER JOIN, FULL OUTER JOIN, CROSS 
JOIN) is replaced by another

3 SUB Mutation of subquery predicates

4 GRU GROUP BY expressions are removed

5 AGR Each aggregate function {MIN, MAX, AVG, AVG(DISTINCT), SUM, SUM(DISTINCT), COUNT, 
COUNT(DISTINCT)} is replaced by another

6 UNI Swap of keywords UNION and UNION ALL or removal of union queries

7 ORD Swap of ASC, DESC keywords or removal of order-by expressions

8

OR

ROR Each relational operator {=, <>, <, <=, >,>=} is replaced by another, by falseop or trueop

9 LCR Each logical operator {AND, OR} is replaced by another, by falseop, trueop, leftop or rightop

10 UOI Each arithmetic expression or reference to a number e is replaced by - e, e + 1 and e - 1

11 ABS Each arithmetic expression or reference to a number e is replaced by ABS(e) and - ABS(e)

12 AOR Each arithmetic operator { =, -, *, /, %} is replaced by another or leftop and rightop are applied

13 BTW Each condition a BETWEEN x AND y  is replaced by a>x AND a<=y,  and by a>=x AND a<y

14 LIKE Mutations of string conditions a LIKE s (removing, replacing, adding wildcards {%,_}, ...)

15

NL

NLF Swap of predicates IS NULL and IS NOT NULL 

16 NLS Each column reference c in the select-list is replaced by a function that substitutes a value c by r when a null 
value is encountered in c (syntax depends on the DBMS vendor) 

17 NLI Force a true value of the condition where there is a null value (each attribute a in condition C is replaced by 
C OR a IS NULL)

18 NLO Other combinations (each attribute a in condition C is replaced by NOT C OR a IS NULL, a IS NULL, a IS 
NOT NULL) 

19

IR

IRC Each column reference is replaced by another column reference, constant or parameter (type compatible) 
from SELECT clause

20 IRT Each constant is replaced by another column reference, constant or parameter (type compatible) from 
SELECT clause

21 IRP Each parameter is replaced by another column reference, constant or parameter (type compatible) from 
SELECT clause

22 IRH Each column attribute reference is replaced by another (type compatible) defined in its table, but not applied 
by IRC, IRT or IRP operator



562 PROCEEDINGS OF THE IMCSIT. VOLUME 4, 2009

ent dates, like: resign date, current date; and other factors of 
insurances.

In the forth task the database was searched for values of 
different parameters stored in it. Finally, the fifth task con-
sidered selected characteristics of all kinds of insurance po-
lices both group and personal  ones. Typical  test cases ex-
tend tasks with  supplementary conditions  about insurance 
term, status, scope, etc.

C.Mutation Example

As an example, a query from fifth task is shown below. It 
is the query before mutation.

SELECT 1 as type , 
gr.contract _number, 
gr.contract_status , 
nvl(gr.end_of_insur_period,null) as end 
FROM    groups as gr 
WHERE gr.INSURENCE_PERIOD=( 
SELECT min( insurance_period) 
FROM groups 
) 

UNION ALL 
SELECT 2 as type, 
i.contract_number, 
i.status, 
nvl(i.termination_data,null) 

 as contract_end 
FROM contract_id as i; 

Typical  test  cases  extend  the  query with  an  additional 
condition.  Conditions  added in  three exemplary test  cases 
can look as follows:
1) I.CONTRACT_NUMBER =:PARAMETR1 
2) GR.INSURENCE_PERIOD>’2008-09-01’ 
3) GR.CONTRACT_STATUS=’Z’ and 
I.STATUS=’I’ 

From any query several mutants were created. For exam-
ple, using SEL operator from SC category (Tab. I), the first 
line of the query was changed in the following way:
SELECT DISTINCT 1 as type, .... 

V. MUTATION ENVIRONMENT

A. Generation of Mutants

The generation  of the mutants  was realized using  SQL 
mutation tool [8]. The tool provides two kinds of interfaces, 
based on www site and on web services. For queries using 
simple structure,  e.g.  two tables with few columns, all  pa-
rameters of experiments can be inserted manually. It could 
be inconvenient in case of more complex databases. There-
fore,  a  database  structure  can  be  written  in  the  internal 
XML file format and input to the tool. Next, SQL queries 
could be given. The queries accepted by the tool should be 
syntactically  correct  and  consistent  with  ANSI  standard. 
Before an  experiment,  non  standard  SQL queries  used in 
different RDBMS have to be transformed to the ANSI form. 

Generated mutants  of SQL queries are available on the 
www site. They can be not exported in any known format, 
but can be copied manually for further  execution.  If more 
queries are mutated, the second interface based on web ser-
vices and  returning  mutants  formatted  in  an  XML docu-
ment can be used.

B. Execution of Mutants and Test Qualification

Execution  of mutants  and  evaluation  of final  results  in 
strong mutation was supported by dedicated programs, writ-
ten  in  Perl.  The  RunTest  program  runs  mutants,  decides 
about the killing of a mutant  and collects results. Parame-
ters  of the database,  its  name,  IP  address  of the  database 
server, user name, etc. are input to the program. It accepts 
also data about an original SQL query and a set of its mu-
tants. 

First,  the  original  query is  executed  against  the  given 
database.  Results  of the  query execution  are  given  as  the 
data selected from the database. The program gets names of 
columns and all consecutive records. The data are serialized 
in order to take into account the order of retrieved records. 
Finally,  a signature  is calculated using the standard  func-
tion SHA-1 (Secure Hash Algorithm Version 1). This sig-
nature will be further used as a pattern of the query result. 
Due to performance reasons, the killing of a mutant  is not 
decided  as  an  exact  comparison  of the  selected data,  but 
based on the comparison of signatures. 

SHA-1 is a  secure checksum calculated for a  data  file. 
The SHA-1 checksum is based on a cryptographic standard 
"Federal Information Processing Standard (FIPS 180-1) Se-
cure Hash Standard".  For a  given file,  SHA-1 produces a 
160  bit  encrypted  output  represented  as  a  40-character 

TABLE II .
DATABASE  TABLES 

No Tables Number of 
records

[MB]

1 Calculations 1189 0.19

2 Conditions 651 0.13

3 External program 3 0.06

4 Reports 401 0.06

5 Participant_declarations 2110 0.25

6 Reserve_funds 15232 2.00

7 Payments 509 0.13

8 Events 6376 0.19

9 Applications 661 0.38

10 Special_payments 484 7.00

11 Persons 36537 6.00

12 Contract_id 5955 0.81

13 Additional_products 443 2.00

14 Groups 501 0.19

15 Employees_in_ groups 32940 2.00

16 Additional_persons 7397 2.00

17 Operators 4562 0.31

18 Agents 7397 1.00

19 Applications_extensions 3955 2.00

20 Identifiers 48 0.06



ANNA DEREZINSKA: AN EXPERIMENTAL CASE STUDY TO APPLYING MUTATION ANALYSIS FOR SQL QUERIES 563

hexadecimal number and  known as a "message digest." A 
160 bit key allows for uniquely identifying about 1.5*10^48 
different data sets. It is highly improbable that two different 
data sets could produce the same message digest.

Further, the RunTests program fetches a consecutive mu-
tant of the query, executes and calculates its signature, simi-
larly as for the original  query. A mutant  is classified as a 
killed one if either its signature differs from the pattern sig-
nature, or an error occurs. An error could be detected either 
by the RDBMS or on the client library site. 

The results of mutants together with their characteristics 
and measured execution times are stored in a log file. An-
other program analysis the log file, aggregates the data and 
calculates required statistics, including mutation score. 

VI. EXPERIMENT RESULTS

In  experiments  the  structure  of the  Insurance  database 
was written in  the appropriate  XML file and  imported by 
the SQLMutation tool. SQL queries were transformed to the 
ANSI form, and mutated using the tool. Original  and mu-
tated queries were run  by RunTest using Oracle Database. 
This section summarizes the mutation testing results.

A. Generated Mutants

Table III  gives the number  of generated  mutants  of all 
tasks summarized for different  operator  categories.  Distri-
bution of mutant numbers among categories is different for 
the tasks, as it  depends on the SQL constructions used in 
the  queries.  The  tasks  were  chosen  to  complete  different 
jobs and to utilize different programming means. 

The detailed number of mutants for the mutation opera-
tors within each category, but calculated for all tasks, can be 
found in the third column of Tab. IV.

Typically there are not many mutants of the SC category. 
It corresponds to our expectations, because they refer to the 
main SQL clauses. On the other hand, they might be crucial 
for the testing of the queries.  In  experiments,  any kind of 
the SC operator was represented by at least few mutants. 

The category of OR operators refers to traditional muta-
tions of logical and arithmetical  operators encountering in 
expressions. Therefore, it is likely to have many such mu-
tants  when  some  expressions  are  used,  as  here  for  tasks 
number 1, 2 or 4. However, looking at Tab. IV, we can ob-
serve  that  ROR mutation  operator  was  the  mostly  used 
pointing  out at  the  frequent  usage of relational  operators. 
Less mutants, but still significant numbers, were created for 
other OR operators, like LCR, UOI and ABS. But, in none 

of the tasks three remaining OR operators could be applied, 
namely AOR, BTW and LKE. 

Mutants  changing  usage  of NULL values  are  less  fre-
quent but were created for any of tasks. Among the detailed 
operators of NL category, swapping of predicates IS NULL 
(NLF operator) was not applied in any of tasks. Mutants of 
other operators were represented. The most of them corre-
spond to NLO operator, because it is devoted to many possi-
ble  combinations  of replacing  an  attribute  in  a  condition 
with different NULL expressions. 

More than a half of all mutants were generated using op-
erators of the IR category. For all tasks the biggest number 
of mutants  was created of this  category.  In  any SELECT 
clause  various  identifiers  are  used  that  can  be  replaced. 
Most of the mutants were generated by replacing a column 
reference (IRC operator) or replacing a parameter (IRP op-
erator). In less number of cases a constant could be replaced 
(IRT) and finally there was no evidence of usage of IRH op-
erator  of IR  category.  IRH operator  is  by definition  em-
ployed only when none of other IR operators could be used, 
therefore can be rarely applicable. 

We compared  our experiment  results  to those from the 
examination of the SQL Conformance Test Suite [7]. Usage 
of such benchmarks resulted in different distribution of gen-
erated mutants, than usage of typical queries applied in the 
industry, as discussed above. For the benchmarks, mutants 
were generated for any operator of each category. Similarly 
as here, the most mutants were generated of OR and IR cat-
egory, but in the opposite to our results significantly more 
of OR than IR. Similar facts were also the biggest number 
of mutants of ROR operator with OR category, and a very 
small number of NLF mutants (1.5% in the NL category). A 
distinguishing  difference was a  relatively high  number  of 
SC mutants  - 20% of all  mutants in comparison to 3% of 
mutants obtained in the experiments presented here. 

Killing Mutants

Mutation  results  for all  tasks  per  operator  category are 
presented in  Tab. V. In  general,  mutation score was quite 
high  giving overall  value of 92%. Mutation  scores for all 
tasks were in the range of 89 to 95%, except of task number 
3. The results of this task were considerably different giving 
the mutation score only of 65%. However, this task provid-
ed the lowest number of mutants, only about 3% of all mu-
tants,  and its results are not decisive in the overall opera-
tor's  evaluation.  On  the  other  hand,  the  results  of task  3 
(killed all IR mutants and none of other categories) can be a 
symptom of insufficient test cases of this task. 

TABLE III.
NUMBERS OF MUTANTS BY TASKS

Category Task 1 Task 2 Task 3 Task 4 Task 5 Sum

Number of 
mutants

SC 6 8 1 5 17 37

OR 123 102 10 113 17 365

NL 48 26 2 58 8 142

IR 283 112 24 149 47 615

All 460 248 37 325 89 1159



564 PROCEEDINGS OF THE IMCSIT. VOLUME 4, 2009

The numbers of mutants killed of any detailed mutation 
operator  and  corresponding  mutation  scores are  shown in 
Tab. IV.

Mutants  from  the  SC  category  gave  the  worst  results 
(mutation score of 73%) and the results vary for different 
tasks. But this category generated the lowest number of mu-
tants; therefore the mutation scores for particular  tasks are 
not statistically significant. 

The results of OR mutants were comparable for all tasks, 
except above mentioned task no 3.  Among the OR opera-
tors,  replacement  of relational  operator  (ROR) and  nega-

tion,  increment  or  decrement  of an  arithmetic  expression 
(UOI)  were the easiest to be detected. More difficult was to 
notice an absolute value replacement (ABS). 

Mutation score of NL mutants (80%) was below the aver-
age one. The most of mutants were generated by the NLO 
operator and almost all of them were killed, although it took 
a long time (see Subsection D).  From the remaining  mu-
tants of NL category less than a half was killed. 

The best mutation score was obtained for mutants of IR 
category. For all  tasks except task number 4 all  such mu-
tants were killed. We can observe that almost all operators 

TABLE  IV.
EXPERIMENT RESULTS BY CATEGORY AND MUTANT OPERATORS

Category Operator 
type

Mutants 
number 

Killed 
mutants

Mutation 
score [%]

Averaged 
time [s]

Averaged time of 
killed mutant [s]

Averaged time of 
alive mutants [s]

SC

SEL 7 5 71 0.14 0.12 0.20

JOI 4 1 25 0.31 0.91 0.11

SUB 4 2 50 0.18 0.19 0.18

GRU 4 4 100 0.10 0.10 -

AGR 10 10 100 0.12 0.12 -

UNI 3 3 100 0.14 0.14 -

ORD 5 2 40 0.31 0.27 0.33

SC Sum 37 27 73 0.17 0.16 0.21

OR

ROR 161 153 95 80.33 84.53 0.07

LCR 69 59 86 637.40 745.42 0.04

UOI 81 75 93 0.56 0.59 0.08

ABS 54 33 61 7.18 11.56 0.29

AOR 0 0 - - - -

BTW 0 0 - - - -

LKE 0 0 - - - -

OR Sum 365 320 88 157.11 179.18 0.17

NL

NLF 0 0 - - - -

NLS 14 4 29 0.15 0.05 0.18

NLI 32 16 50 65.08 42.44 87.72

NLO 96 93 97 1009.97 1042.55 0.03

NL Sum 142 113 80 697.48 864.04 48.47

IR

IRC 309 306 99 19.97 20.16 0.04

IRT 27 21 78 0.10 0.12 0.04

IRP 279 277 99 3.51 3.54 0.26

IRH 0 0 - - - -

IR Sum 615 604 98 11.63 11.84 0.08

All 1159 1064 92 0.75 0.99 0.52

TABLE V.
MUTATION SCORES BY TASKS

Category Task 1 Task 2 Task 3 Task 4 Task 5 Sum

Mutation 
score 

in [%]

SC 33 63 0 100 88 73

OR 90 95 0 87 82 88

NL 71 81 0 95 38 80

IR 100 100 100 93 100 98

All 93 95 65 91 89 92
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replacing columns and parameters (IRC, IRP) were killed. 
The worse result was for IRP operator, but because of large-
ly lower number of mutants this result is less significant.

Comparing  the  results  with  those performed on bench-
marks [7], several similarities can be observed. In both cas-
es,  the highest  mutation  score (98%) was obtained for IR 
mutants, worse for OR mutants, next NL mutants, and the 
worst one for SC mutants. Taking into account different ex-
perimental subjects, we can assume that this result reflects a 
general ability at killing mutants generated by operators of 
these four basic categories. In both experiments, there were 
also significantly lower mutation scores for detailed opera-
tors SEL, JOI and NLS. Mutants generated by some opera-
tors (ROR, NLO, IRP) were easily killed in both cases. For 
the remaining  operators we have no data to state such ac-
cordance  of results.  Information  which  mutants  are  more 
easily killed than others can be used in selection of mutants 
in order to reduce the testing effort. 

Equivalent Mutants

The  SQLMutation  generator  distinguished  and  marked 
several  equivalent  mutants.  Such mutants were no used in 
the discussed experiments and do not counted to the calcu-
lated mutation score. However, there were still some equiv-
alent mutants left. It means, in the given environment they 
could be killed by none of the tests. But in fact, they were 
pseudo-equivalent mutants due to simplification of test con-
ditions. 

In  the experiments,  a smaller  mirror  database was used 
(compare Sec. IV.A). It was sufficient for the most of tests. 
If the full database was used, it would be possible to provide 
tests that  kill  these mutants.  Basic differences between an 
original query and such pseudo-equivalent mutants were the 
following: a number of columns according to which records 
were sorted; usage of an absolute value of a column com-
prising  an  identifier;  extension  of a  condition  expression 
with  an  alternative test  checking weather  a  given column 
includes data. These mutants had insignificant influence on 
the obtained results but can encounter when a smaller mir-
ror database have to be used during tests due to performance 
and/or security reasons. 

Performance Measures

Execution times of mutants were measured during exper-
iments.  Average times of particular  operators are given in 
the last three columns of Tab. IV. For several operators, ex-
ecution times of killed mutants were much longer than the 
times of alive mutants, as for the operators JOI, ROR, LCR, 
ABS, NLO and IRC. In an extreme case of NLO operator, 
execution of a mutant  took on average a dozen or so min-
utes instead of a fraction of a second. In result, execution of 
all generated NLO mutants lasted above one day. 

One of the  factors  that  might  influence such  execution 
times was complexity of the database. However, a poor per-
formance can be a main  obstacle in the application of the 
SQL mutation approach. In the practice, default timeout of 
query execution can be used as an additional killing criteri-
on,  like  for  example  in  [11].  Otherwise,  we could  select 
only those operators that  generate mutants executed in the 
reasonable time. The operators generating mutants with ex-

treme long time could be excluded or their number limited, 
even if the results were less accurate in this case.

Validity Discussion

There are several issues that could threaten validity of the 
experiments.  Mutation score was measured as the percent-
age of mutants killed over all nonequivalent mutants. Since 
this is an objective measure, it can be considered as possess-
ing construct validity.

We face mono-operation bias - a threat as the experiment 
was  conducted  on  a  single  database.  However,  even  the 
smaller  mirror  database  was quite  complex  lowering  this 
threat.  Experiments  were conducted  also not  only on one 
but on several tasks.

Some mutation  operators  generated  a  small  number  of 
mutants, for example a few mutants. In those cases calculat-
ed measures can be treated only approximately, without sta-
tistical significance.

Our concern was also the ability to generalize the results 
of our experience to industrial  practice. Therefore the sub-
jects chosen for the analysis were real, practically used tasks 
with SQL queries and a structure of a big, intensively used 
database.  They were developed independently of the  con-
cerned mutation process. 

CONCLUSION

The case study focused on the mutation  methods a  test 
team member can apply when testing SQL queries. It  was 
shown  that  the  SQL mutation  approach  can  be used  for 
dealing with a real database system. It can effectively assist 
in  creating  and  evaluating  test  cases tracing  faults  in  the 
queries. As a basic mutant  killing criterion, comparison of 
checksums calculated by SHA-1 over the retrieved data was 
proposed and successfully applied. 

Evaluation of the mutant generation abilities on the com-
monly  used  queries  showed  that  some  operators  were 
scarcely or not applicable in the opposite to other operators. 
The  results  differ  to  those  obtained  on  SQL benchmarks 
aimed at  a wide range of all  possible programming  struc-
tures [7].  Distribution of mutation score results among the 
main  operator  categories  (IR > OR > NL > SC) was the 
same  as  in  other  experiments  on  different  subjects  [7]. 
Therefore  it  seems to be a  distinguishing  feature  of SQL 
mutation operators and can support prioritizations of opera-
tors.

Application of a smaller mirror database resulted in sev-
eral equivalent mutants, but the general results were accept-
able. Such database can be used for testing purposes if the 
usage of the original database is not possible.

The  most  crucial  problem  remains  performance  issue. 
Even, using a smaller database, execution times of mutants 
generated by several operators lasted so long that could be 
impractical. Although it is in general organized as a push-
button process such long times make it inconvenient. There-
fore the execution  times should be bounded by a timeout 
killing criterion or the pointed operators excluded from ex-
periments.

Using timing restrictions,  the SQL mutation can be ap-
plied for injecting faults in queries in order to evaluate the 
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effectiveness of test cases and compare test case generation 
techniques.  Generalization of the above conclusions needs 
still more experiments and different case studies.
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