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Abstract—Recently, we have observed the growth of the E-
voting cryptographic protocols. The researchers have presented
many solutions and extended the list of requirements. With the
expandig of the internet the protocols must improve it’s safety.
The aim of this paper is to deliver an analysis of a new e-
voting protocol based on Cetinkaya’s DynaVote solution. Wehave
attached new features that improve security requirements and
assure non-repudiation of voters that may be necessary in specific
voting scenarios. It has been designed so the institution holding
the election must have proof pointing out voters who have sent
a vote.

I. I NTRODUCTION

I N THE literature the e-voting schemes are well developed,
but they are not widely used. People still need guaran-

tees and e-voting law support to use it for large elections.
Therefore, it is important to uphold e-voting protocols because
using electronic voting instead of paper based voting has many
advantages. However people are still afraid of e-voting, this is
because they think it is not safe enough to hold such important
elections. As the result of that, researchers should look for the
solutions for these weak points and publish them to convince
other people to use them. It is not easy because safe e-voting
protocol has to fill many requirements. The most important
ones are privacy,uncoercibility and eligibility. Besidesthe
three most important, safe protocols should also guarantee
individual verification, universal verification, uniqueness and
accuracy. A number of minor requirements should also be
taken into account while designing and implementing e-voting
protocols [8].

We introduce a secured protocol for medium scale electronic
voting. It is based on Cetinkaya’s solution [1] with new
features. The main feature of our new protocol is introducing
the non-repudiation of the voter. Second optimization of the
protocol is connected with the simplification of the practical
implementation.

II. RELATED WORK

Since the 80s’, when the e-voting idea was introduced, many
protocols were published. Most of them were based on their
predecessors and tried to assure new requirements, fix security
flaws or just to simplify them.

Chaum’s protocol (1981) [3] is thought to be the first
protocol for e-voting. It is simple and flexible, but enables
the voters to create a receipt showing their voting intention.
However most of modern schemes are based on Chaums,

even though nowadays researchers go for the more secure and
convenient property of universal verifiability. Chaum is also
the inventor of blind signatureblind signaturethat we use in
our protocol.

The next attempt of the evoting scheme was proposed
by Colin Boyd in 1988 [5]. This scheme was designed for
”Yes/No” voting, but quantity of options may be increased by
adding new encryption keys, this increases the workload of the
Authorities. However, in this solution voters are anonymous
to each other but not to the Authorities.

Later in 1989 Colin Boyd [6] improved his previous proto-
col by adding voter’s second private key that has assured full
privacy.

The first practical protocol that assured most of the main
requirements was invented by A. Fujioka et al. in 1992
[7]. They combined the techniques of blind signatures and
anonymous channels. However there was a serious flaws that
involves accuracy which let the authorities vote for the voters
that have not participated in the election. What is more,
voters must return when commitments on all ballots are open,
what really decreases quantity of votes and also they may
easily publish their voting intention what makes coercion an
easy task. This protocol became a popular candidate for later
extensions.

The next worth describing scheme, was introduced by
Okamoto (1997)[11] and based on an untappable channel.
Untappable channels made it possible to design a receipt-free
scheme. Unfortunately, later Okamoto pointed out a weakness
in his scheme. The receipt-freeness property is lost if the co-
ercer provides the voter with information for the trap-doorbit
commitment scheme. Okamoto suggested three modifications
for this weakness but all of them required the help of the voting
commission and needed a physical assumption that made this
protocol hard to implement and not practical for a real world
remote electronic election.

Two lately presented and worth describing protocols are the
ones introduced by Cetinkaya and Odanaskoy in 2007 called
DynaVote[1] and SEAS[13] proposed in 2005 by researchers
from University of Pisa, Italy.

SEAS is described as a secure system for polling over
computer networks, usable in distributed organizations whose
members may range up to dozens of thousands. It is based on a
protocol, calledSensus[12], which suffers from a vulnerability
that allows one of the entities involved in the election process
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to cast its own vote in place of those that abstain from the
vote. SEASprotocol avoids this vulnerability. It requires the
list of eligible and registered electorates to be availablebefore
the election takes place. This lets the voter obtain a signed
identifier, not only from the Validator (Authorities) but also
from the Tallier. Later if the voter wants to send his vote to the
Tallier he must include identification signed by the Validator.
This assures that only eligible voters may send their vote and
no one is allowed to send a vote in place of their votes.

However,SEASdoes not assure a requirement that says no
one can view votes before the end of the election. Besides,
as the authors ofSEASitemize in their paper, this protocol
does not also satisfy uncoercibility and enables only universal
verifiability. It means that an attempt of fraud can be detected
after the voting ends, not during the election.

The next protocol,DynaVote, secures all of requirements
listed in thegeneral overviewsection. It is described as simply-
to-implement protocols that do not use complex cryptographic
algorithms, such as, homomorphic encryption [9], [10], which
does not require anonymous communication channels and has
no physical assumption, such as, untappable channels.

It includes two new mechanisms that were also invented by
the authors of this protocol. The first one is thedynamic ballot
which ensures diversity of votes even though they may be the
same. It helps to prevent coercibility. The second one isPVID-
schemethat solves the problem of anonymity, this mechanism
uses blind signatures.

This protocol has two main security flaws. The coercer may
buy voter’s signed identity or just make voters give it directly
to the coercer. Later this identity may be used by anyone,
including coercer, to send a vote in place of the voter.

Second vulnerability is the same thatSensussuffers from.
The Authorities may send votes in place of voters that have not
taken part in the election because only the authorities signature
is verifed.

To sum up, nowadays all major and many minor require-
ments for e-voting protocols, such as those named above
are assured. Besides, protocols may be designed for specific
scenarios. The presented protocol is designed for elections
where the Authorities want to know who has voted and have
the proof of this fact ratified by law. This security requirement
we named non-repudiation of the voter. The example of that
kind of election can be a whole new vision of elections where
voters are paid for each vote. This change may multiply the
number of voters.

III. SECURITY REQUIREMENTS

In this section the security requirements of our protocol
are presented.

Privacy
This means that each vote can not be linked with

the corresponding voter. It is one of the most important
requirements because all large and medium scale elections
are anonymous. It is also one of the hardest to guarantee
but Cetinkaya has introduced safe and easy to implement

mechanism which is called PVID-Scheme. We also assume
that the Authorities are a trusted third party and do not
cooperate with others to reveal participants’ votes.

Uncoercibility and incorruptibility
It guarantees that no one can vote for somebody else. It

may be divided into two situations. First is when somebody
pays money for somebody else to vote and in this case this
is very hard to eliminate without checking voter’s identity
personally or without biometric device verification. Our
protocol guarantees that the voter has no proof of his vote
as it is dynamically generated. Unless he votes with the
briber. Second case is when someone is compilable. Then,
Cetinkaya’s solution gives chance to recast what gives only
half-uncoercibility because coercer may get voters IDs given
by Authorities and recast on voter’s rights.

Eligibility
This requirement assures that only people who are allowed

can vote. It is one of the easiest task to guarantee. Authorities
check potential voter’s identity and decide if he has the right
to vote.

Non-repudiation of voter
This requirement is the main improvement in our protocol.

Non-repudiation of the voter enables the verification of the
fact that a particular voter has voted.

Individual verification
It gives voter ability to check if voting factors obtained

via Internet are the same as those generated by particular
instances by comparing them with those published on their
bulletin boards [1].

Universal verification
This kind of verification gives the opportunity to check if

all votes were correct and taken into account while counting
and this still, of course, must guarantee privacy. This makes
this task hard to assure. The verification may be executed by
third party entities.

Uniqueness
It means that only one vote from each voter may be

counted. The protocol has to either let every voter vote only
once or add a time stamp and count the last vote.

Accuracy and fairness
This requirement is very important because it assures that

no one can delete, modify or add votes. It may be obtained
by using cryptography or trusted instance.

IV. T HE NEW SCHEME

We now describe our solution for the safe medium scale
e-voting protocol. It consists of new mechanisms that assure
uncoercibility and non-repudiation of voting and also makes it
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easier to implement. Our protocol is divided into three phases
which are:

1) Obtaining[ID]SKCA
from Authorities to communicate

anonymously with other instances
2) Obtaining the voting ballot and sending vote
3) Counting votes and publishing results

A. Notation

Here we list notations that describes all entities which take
part in e-voting process:

V : Voter
CA : Authorities
BG : Ballot Generator
C : Counter

We also use the following notifications for messages:

ED : Election data
IDX : ID numberX

generated by voter
T : Timestamp
IDV : Voter’s ID
IDVCF R

: Voter’s confirm key
given by organization
holding voting

SKX : Secret key of instance X
PKX : Public key of instance X
PKV OTING : Public key generated

by Authorities
for whole voting

KSESS : Symmetric session key
bx : Blind factor number x
bx(M) : Message blinded with

blind factor numberx
[M ]SKX

: Message signed
with the private key
of instance X

(M)PKX
: Message encrypted

with the public key
of instance X

h(M) : Digest of message M
R : Pseudo-random number,

different for each request
B : Ballot
CABB, CBB, BGBB : Authorities, Counter and

Ballot generator bulletin boards
(H |O) : Value describing request

(Hack attempt or OK).
(A|O) : Value describing request

(Again or OK).

B. First Phase: Obtaining[ID]SKCA

The main aim of this phase is obtaining[ID]SKCA
from

Authorities to communicate with other instances in one voting
session.

Each voter must have the certificate from a trusted third
party to sign a message that will guarantee non-repudiation

of voter. Signature will be used to prove that voter has voted
if it is necessary. Voters must also receive confirming token
IDVCF R

from the organization holding the election before it
starts. It is used to detect an attempt of coercion and prevent
bribery.

In Fig 1 we describe the scheme of the first phase of the
protocol.

1. V → CA : (PKV , [IDV ]SKV
, b1(ID1),

b1(ID2), IDVCF R
, b2(ED))PKCA

2. V ← CA : ([b1(ID1)]SKCA
, [b1(ID2)]SKCA

,
([H|O,R]SKCA

)PKC
, [A|O]SKCA

PKV OTING, R, [b2(ED)]SKCA
)PKV

3. CA→ CABB : h(PKV OTING)

Fig.1. The first phase: Obtaining[ID]SKCA

Step 1.
Before the first communication starts, voter generates his

communicatingIDs (pseudo random numbers) and blind fac-
tors b1 andb2[2]. Next he blindsID1, ID2 and getsb1(ID1)
and b1(ID2). According to PVID Scheme[4], voter sends
blindedb1(ID1), b1(ID2) to the Authorities to obtain singed
blinded [b1(ID1)]SKCA

, [b1(ID2)]SKCA
. Later by using pre-

viously generatedb1 on receivedIDs voter getsIDs signed by
the Authorities:[ID1]SKCA

and [ID2]skCA
. These are signed

[ID1]SKCA
and [ID2]skCA

used in the next communication
phases.

Second blind factorb2 is used for later confirmation of
sending vote. Voter blinds election dataED using b2 and
includes this in the message.

With blindedID1, ID2 andb2(ED) voter sends his signed
IDV , confirming tokenIDVCF R

and his public keyPKV .

Step 2.
Right after the Authorities receives voter’s request, they

check if he has already voted. If he did, they send back
component[A]SKCA

and the voting process is cancelled.
Otherwise these components sets its value to[O]SKCA

and
voting phase is continued. Authorities sign two blindedIDs:
b1(ID1) andb1(ID2) and blinded election datab2(ED) and
confirming token is checked.

The idea of the confirming token is to prevent coercion
and bribery. If voter is compelled to give his[ID]SKCA

s to
coercer he must also give his confirming token if the coercer
wants to send a vote in place of voter’s. However, voter
may provide a fake confirming token and election process
will not differ from the one with the correct token provided,
but the Authorities will send back a signed and encrypted
value describing whether the confirming token was correct
or fraudulent. The coercer will not be able to change this
component because it is encrypted and it must be signed by the
Authorities. Furthermore, the coercer will not be able to check
if it is a value describing a hacking attempt([H, R]SKCA

)PKC

or confirming correctness of the token([O, R]SKCA
)PKC

.
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Random numberR is included to preclude, reuse or alter the
hack describing value by the Counter.

Authorities also send backPKV OTING which is a
key for the whole voting. After the voter marks his vote,
the voter must use this public key to encrypt his vote
before sending it to the counter. It keeps votes unread
until the end of the voting, becauseSKV OTING is kept by
Authorities and is published after the whole voting is finished.

Step 3.
In this step the Authorities send digest ofPKV OTING.

This gives a chance for voters to check whether obtained
PKV OTING is correct. This digest is sent toCABB only
once, becausePKV OTING is the same for all voters.

After each request Authorities save voter’sIDV so that
they can later check if voters want to vote again, which is not
allowed. They also save the description of the value request. It
helps them to check if voters try to vote again or if the request
is a hacking attempt.

C. Second Phase: Voting

The second phase of the protocol is presented in Fig 2.

1. V → BG : ([ID1]SKCA
, KSESS, ED)PKBG

2. V ← BG : ([B]SKBG
)KSESS

3. BG→ BGBB : h(B, [ID1]SKCA
)

4. V → C : ([ID1]SKCA
, KSESS, [b2(ED)]SKCA

,
([H|O, R]SKCA

)PKC
,

(V ′, [ID2]SKCA
, R)PKV OT ING

,
b1(PKV , ED, T ), [b2(ED)]SKCA

)PKC

5. C → CBB : h((V ′, [ID1]SKCA
, R)PKV OT ING

)

6. V ← C : ([b1(PKV , ED, T )]SKC
)KSESS

7. V → CA : ([[(PKV , ED, T )]SKC
]SKV

, (b2)PKC
)PKCA

8. CA→ CABB : h((b2)PKC
)

Fig.2. The second phase: Voting

Step 1.
Voters prepare request to obtain a ballot. This includes the

voter’s ID signed by the Authorities and election dataED

to identify in which election the voter wants to take part. The
voter must then send this message encrypted with the public
key for the BallotGenerator. Voter includes session key
KSESS to keep his privacy.BallotGenerator usesKSESS

to encrypt the response, therefore, it does not need to know
voter’s public key. The aim of this procedure is to prevent an
attack on voter’s anonymity.

Step 2.
After receiving the request, the Ballot Generator generates

dynamic ballotB by putting options in a random order. This
helps to avoid viewing the real value of the vote, because the
same vote value linked with different ballots may point to

different options of the election. BG is sent back to the voter
signed and encrypted with the session keyKSESS dynamic
ballot B.

Step 3.
Ballot Generator sends hashed ballotB and linked to

this ballot voter’s ID for verification purposes. The voter
may check if the ballot he received is the same that the
Ballot Generator published on his bulletin boardBGBB. This
assures that the Ballot Generator does not modify ballots.

BG also saves pair(B, [ID1]SKCA
) for each voter and

sends them to the Counter after the election period ends.

Step 4.
The voter encrypts his choiceV ′ and [ID2]SKCA

with
the public key PKV OTING previously received form the
Authorities. He sends this component with[ID1]SKCA

and
other components describing this vote. We use twoIDs signed
by the Authorities ([ID1]SKCA

, [ID2]SKCA
), because if voter

sent non-encryptedID and the sameID with his choice
encrypted withPKV OTING, the Counter would easily obtain
voter’s choice. He would have to check at most, as many
digests as there are options on the ballots.

In this message, the voter also includes components previ-
ously obtained from the Authorities. The value that describes
if the vote is hacked[H |O, R]SKCA

and signed and blinded
Election data[b2(ED)]SKCA

. Blind factor b2 for the election
data will be later sent to the Authorities and used by the
Counter to verify if the voter has sent his proof of his vote.

Session keyKSESS is sent for the same purpose as in the
first step of this phase. Counter will use it to encrypt his
response. This will keep voters anonymous for the Counter.

The Counter saves the message without the blinded
b1(PKV , ED, T ). All these components will be needed in the
counting phase to link the vote with its ballot and blind factor.

Step 5.
The Counter publishes on his bulletin board the hashed

part of the message that was obtained from the Voter in the
previous step. This gives a chance for each voter to check if
Counter has saved correct components.

Step 6.
In this step, the Counter sends it back signed with the

secret key of the Counter data sent by the voter in Step 4
[b(PKV , ED, T )]SKC

. This message will be used as proof
of voting.

Step 7.
Voter unblinds the signed message obtained from Counter

and signs it with his secret key[[PKV , ED, T ]SKC
]SKV

.
This message is required by the Authorities. If voter wants to
be taken into account during the vote counting, he must send
the blind factor which is the key to confirming the validity of
vote. This signed component proves that the particular voter
has voted.
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Step 8.
The Authorities check if the voter has sent correct con-

firmation. They check voter’s and Counter’s signature on
[[PKV , ED, T ]SKC

]SKV
. If the message is correct they save

blind factor(b2)PKC
. It will be used in the Counting phase.

D. Third Phase: Counting

Counting phase starts automatically when the voting period
finishes. The Counter must receive all necessary information
from the Authorities and Ballot Generator so that he can
decrypt the votes and count them.

This phase is presented in Fig 3.

1. BG→ C : (B, [ID1]SKCA
)PKC

2. CA→ C : ([SKV OTING]SKCA
, (b2)PKC

)PKC

Fig. 3. The third phase: Counting

Step 1.
The Ballot Generator must send the pairs for all of the voters

(B, [ID1]SKCA
) to the Counter. To obtain real votes he has to

link the received ballots with the choices that he has saved in
the voting phase([ID1]SKCA

, ([ID2]SKCA
, V ′)PKV OT ING

).

Step 2.
In this step, the Authorities send to the Counter components

that he will need to decrypt votes and verify if each voter
has confirmed his vote. That is:SKV OTING to decrypt all
votes and all blind factors(b2)PKC

that voters sent with their
signatures to the Authorities.

Counting
After the Counter receives all necessary component he may

start counting. First of all, he has to prepare votes. What he
has at the beginning is:

Saved : [ID1]SKCA
, (V ′, [ID2]SKCA

, R)PKV OT ING
,

[H |O, R]SKCA
, [b2(ED)]SKCA

FromBG : B, [ID1]SKCA

FromCA : SKV OTING, b2

At the beginning, he has to check if votes are hacked
[H |O, R]SKCA

and discard them. Next he applies blind factors
on all votes to pick out those that have been confirmed. After
verification of the votes, the Counter may decrypt them using
SKV OTING received from the Authorities and linkV ′s to
their ballotsB by comparing[ID1]SKCA

. After this step the
Counter has the valid votes, counts them and publishes results.

After the counting is finished, all the entities of the pub-
lished data are needed to authenticate the counting process.
This gives a chance for everyone to perform the universal
verification. These data include:

FromC : [ID1]SKCA
, (V ′, [ID2]SKCA

, R)PKV OT ING
,

[H |O, R]SKCA
, [b2(ED)]SKCA

FromBG : B, [ID1]SKCA

FromCA : SKV OTING, b2

V. SECURITY ANALYSIS

In this section we will describe the security analysis of the
requirements assumed in our e-voting protocol.

Privacy
Each voter obtains[ID]SKCA

from CA and later uses
only that to avoid publishing their ID. He is anonymous
for other instances, but the instances can check if he is
allowed to vote by checking the signature of CA. Only
Authorities with cooperation of the Counter may link votes to
the particular voter. We assume that CA is a trusted third party.

Eligibility
The Authorities receive their ID and confirming key

IDVCF R
from each voter. By checking them they can easily

decide if the voter is allowed to vote. To check if the voter
is allowed to vote the Authorities check if hisIDV is on the
list of eligible voters. In the situation when there is a hacking
attempt it would be detected, because the confirmation key
IDVCF R

sent by the Voter would differ from the one kept by
the Authorities.

Uniqueness
Each voter can use his ID and confirming key only once to

vote. If he tries to vote again, the Authorities send him back
unsigned IDs that cannot be used to vote and a value that
says he has already voted.

Uncoercebility
In case of coercion the voter can use a fake confirming key.

The voting process looks the same as the correct one. The
Authorities send the voter a value describing if the requestis
a hacking attempt which is encrypted with Counter’sPKC so
the voter cannot modify it. Also if coercer takes voter’s ID,
the voter can provide a fake confirming key and the coercer
will not recognize it.

Incorruptibility
This requirement is assured when the briber cannot

participate in the voting process. If the voter is corrupted
and the briber is not with him, voter has no proof of the
vote. Ballots are generated dynamically which means that
the voting options are placed on the ballot in random order.
When different voters mark their choiceV ′, its value may
be different even though these voters may have voted for the
same option. This means that different hashes from the Step
5 in the voting phase on the Counter’s bulletin boardCBB

may correspond to the same option. The coercer cannot check
whether the voter has voted for the option he told him.

Fairness and Accuracy
Encryption makes the vote unable to read or modified.

Any attempt of adding or deleting the vote would be easily
revealed, because messages’ digested published after voting
would differ from those published on the bulletin boards.
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Individual verification
During the whole voting process the voters can verify

obtained data with the bulletin boards.

Universal verification
When a voting period ends all instances publish their

saved data so that everyone can check if votes were counted
correctly. They still may check data with all bulletin boards.

Non-repudiation of voter
If the voter wants his vote to be counted he must send the

blind factor. However, if he wants to send his blind factorb2

he must also send hisPKV signed with Counter’sSKC and
the voter’s secret keySKV . This component is ratified by
law and is proof of sending a vote.

VI. CONCLUSIONS

The traditional form of election is being changed into the
electronic one. The reason of this fact is the possibility tolower
the cost and introduce new features of election. The different
scenarios of e-voting requires specific features which refers to
the security requirements. In this paper, we introduce the new
scheme of e-voting cryptographic protocol which guarantees
the non-repudiation of voter. The usage of the digital signature
of the voters makes the votes law-verifiable. This scheme can
be used in the scenario when the Authorities must have proof
of the fact the particular voter has voted.
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