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Abstract—The article deals with a problem of modelling and
propagating trust in trust networks (social networks, recom-
mender systems, integrating systems). We briefly recall some of
the solutions and approaches proposed by other authors and
we focus on a trust model based on IFS theory (Atanassov’s
intuitionistic fuzzy set theory). Then we present a draft of a
method of calculating trust propagation with a use of a relative
cardinality of IFS.

I. I NTRODUCTION

M ODELLING and computing trust in network of infor-
mation sources (people, agents, institutions) in today’s

web application has become a crutial and widely explored
problem. A well-functioning mechanism of managing trust
is essential in areas like e-commerce (where a matter of
trust and honesty is vital to perform a satisfying transaction),
recommender systems (where users give opinions about some
products; a value of these opinions depend on a degree of trust
of one user in another) or integrating systems (where sources
query each other about some data; trust degree is important to
assess a credibility of the answers). Such systems are usually
large, so it is impossible for a source to express a level of trust
in all other sources. Instead, sources express their trust only in
some subset of sources and a mechanism of trust propagation
enables to compute trust in sources not connected directly.

Hence, there are two basic problems we face: first one is
how to model a fact that one individual trust the other, so
it can be useful and convenient for computing. The second
problem is how to properly render a propagation of trust from
one individual to another.

In the following sections we will briefly describe some of
the approaches to trust modelling and propagation and we
will focus on IFS-based (Atanassov’s intuitionistic fuzzyset)
modelling. We will also present a preliminary proposition of
determining trust propagation with the use of a notion of
relative cardinality of IFSs.

II. IFSS IN TRUST MODELLING

The most common and simplest approach to trust modelling
is a binary approach where a source is to be trusted or not.
We take:

• 1 for full trust,
• 0 for absence of trust.

More realistic approaches enable us to model partial trust
that reflects natural states like “to trust sb very much,” “rather
trust sb” etc. Such graduality can be expressed in Zadeh’s

fuzzy set theory ( [13]), where a characteristic function ofa
set A is defined asA : M → [0, 1]. Thus, a trust would be
model by a value from an interval [0,1] denoting the strenght
of this trust, e.g:

• 0.99—“to trust sb very much,”
• 0.6—“rather trust sb.”

However, modelling trust only has some limitations as it
does not allow to distinguish situation of lack of trust from
lack of knowledge (in both situations a trust degree will be
equal to 0). That is why many authors propose to model trust
in a dual form, by giving two values simultaneously—trust and
distrust degrees. Such approaches can be found in literature,
among others: a probabilistic approach (e.g. [7]) and gradual
approaches ( [2], [6], [9], [12]).

The model that is of special interest in a present paper is
the one presented by De Cock et al. in [2]. It was noticed that
a suitable method to model trust in such dual form of both
trust and distrust degrees is Atanassov’s intuitionistic fuzzy
sets theory (IFS theory, for short; see [1]). An IFSE is a pair
of fuzzy sets:

E = (A+, A−), (1)

whereA+ is a fuzzy set of elements that belong toE , and
A− is a fuzzy set of elements that do not belong toE .
This theory, in contrast with fuzzy set theory, incorporates
uncertainty about the membership of an element, asA− is not
necessarily a negation ofA+, but

A− ⊂ (A+)c (2)

where a complement of fuzzy setA is defined as∀x∈A

Ac(x) = 1 − A(x) (for a generalized definition of IFS
with a use of a complement generated by an arbitrary strong
negation see e.g. [10]). Therefore, a value1−A+(x)−A−(x)
reflects uncertainty or hesitation about membership of an
elementx in IFS E . Similarly, for example due to lack of
knowledge, uncertainty is present when specyfying trust and
distrust degrees. IFS theory lets us thus express diverse cases
like:

• (0, 0)—that represents total ignorance (lack of knowl-
edge) about trust and distrust;

• (0.5, 0.5)—when there is as many evidence to trust some-
one as not to trust (a situation of conflicting opinions);

• (0.6, 0)—when there is some evidence to trust someone,
but we don’t have enough knowledge to express distrust;
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the missing knowledge (uncertainty, hesitation) equals
0.4;

• (1, 0) and (0, 1)—that represents full trust and full
distrust, respectively; as already mentioned in [7], such
situations practically never take place, as we are not
willing to trust someone without any doubts.

The following definition formalizes a notion of trust network
based on IFSs.

Definition 1 A trust network is a couple (A, R) such that
A is a set of sources andR is anA × A → [0, 1]2 mapping.
For everya andb in A, we have

R(a, b) = (R+(a, b), R−(a, b))

where
• R(a, b) is called the trust score ofa in b;
• R+(a, b) is called the trust degree ofa in b;
• R−(a, b) is called the distrust degree ofa in b;
• 1 − R+(a, b) − R−(a, b) is called the uncertainty or

hesitation marigin.
The trust network can change dynamicly so the above defini-
tion applies to a certain moment in time.

In addition, we recall some basic operations of IFSs.
Definition 2 (The basic operations of IFS) Basic set-

theoretic relations for and operations on IFSE = (A+, A−)
and F = (B+, B−) with a t-norm t and a t-conorms are
defined in the following way (see [4]):

E = F ⇔ A+ = B+ & A− = B− (equality)

E ⊂ F ⇔ A+ ⊂ B+ & B− ⊂ A− (inclusion)

E ∪t,s F = (A+ ∪s B+, A− ∩t B−), (sum)

E ∩t,s F = (A+ ∩t B+, A− ∪s B−), (intersection)

Ec = (A−, A+) (complement)

where (A ∩t B)(x) = A(x)tB(x) and (A ∪s B)(x) =
A(x)sB(x).

The functionst and s used above denote t-norm and t-
conorm, respectively. A t-norm is a function[0, 1]2 → [0, 1]
that is increasing, commutative and associative, and satisfy
t(1, x) = x for all x in [0, 1]. A t-conorm is a function
[0, 1]2 → [0, 1] that is increasing, commutative and associative,
and satisfys(0, x) = x for all x in [0, 1].

The most common used t-norms are: minimum (atb = a∧b),
algebraic (atab = a ∗ b) and Łukasiewicz t-norm (atŁb =
0 ∨ (a + b − 1)).

III. R ELATIVE CARDINALITY OF IFS

To introduce the notion of relative cardinality of IFS let us
first recall some necessary definitions.

Definition 3 (Scalar cardinality of fuzzy set, [11]). A
function σ : X → [0,∞) is a scalar cardinality of fuzzy set
iff there exists a non-decreasing functionf : [0, 1] → [0, 1]
such thatf(0) = 0, f(1) = 1 and

∀A ∈ X : σ(A) =
∑

x∈supp(A)

f(A(x)).

Functionf is called a cardinality pattern.
Definition 4 (Scalar cardinality of IFS, [8]). A scalar

cardinality of IFSE = (A+, A−) is σI : X → [0,∞)2 defined
as follows

∀E ∈ X : σI(E) = [σ(A+), σ((A−)c)].

A scalar cardinality of IFS is thus an interval representing
minimum and maximum number of elements that the set
may contain. The lengh of this interval corresponds to the
uncertainty (hesitation) marigin of IFS’s elements.

Definition 5 (Relative cardinality of fuzzy set). A relative
cardinality of fuzzy setA (relative to a fuzzy setB) is a
number:

σ(A|B) =
σ(A ∩t B)

σ(B)
.

A relative cardinality is a proportion of elements of fuzzy
setA that are also elements of fuzzy setB. It is thus a number
from the interval [0, 1].

Similarily we define a relative cardinality of IFS.
Definition 6 (Relative cardinality of IFS). A relative cardi-

nality of IFS E = (A+, A−) (relative to IFSF = (B+, B−))
is defined as:

σI(E|F) =
σI(E ∩t,s F)

σI(F)
.

Theorem 1 A relative cardinality of IFSE = (A+, A−)
(relative to IFSF = (B+, B−)) is an interval from[0, 1]
defined as:

σI(E|F) =
[

min
(

σ(A+|B+), σ(A+|(B−)c)
)

,

max
(

σ((A−)c|(B−)c), σ((A−)c|B+)
)]

Proof
To simplify the notation let us denote:

• a for A+, a for (A−)c,
• b for B+, b for (B−)c.

Moreover, by∩ and∪ we mean∩t and∪s, respectively.

(a) from Definition 2 and 4 we have:

σI(E|F) =
σI(E ∩t,s F)

σI(F)
=

[

σ(a ∩ b), σ(a ∩ b)
]

[

σ(b), σ(b)
]

(b) according to an interval arithmetic, an operation of divi-
sion of two intervalŝx = [a, b] and ŷ = [c, d] is defined
as:

x̂

ŷ
=

[

min

(

a

c
,
a

d
,
b

c
,
b

d

)

, max

(

a

c
,
a

d
,
b

c
,
b

d

)]

When adopting this operation to determine a value of rel-
ative cardinality of IFS we have to additionally maintain
the inclusion relation between a set in a numerator and a
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set in a denominator. Therefore we continue:

σI(E|F) =

[

σ(a ∩ b), σ((a ∩ b) ∪ (a ∩ b) ∪ (a ∩ b))
]

[

σ(b), σ(b)
]

=

[

min

(

σ(a ∩ b)

σ(b)
,
σ((a ∩ b)

σ(b)
,
σ(a ∩ b)

σ(b)
,
σ(a ∩ b)

σ(b)

)

,

max

(

σ(a ∩ b)

σ(b)
,
σ((a ∩ b)

σ(b)
,
σ(a ∩ b)

σ(b)
,
σ(a ∩ b)

σ(b)

)]

(c) From equation (2) we get:

σ(a ∩ b) ≤ σ(a ∩ b),

σ(a ∩ b) ≤ σ(a ∩ b)

Finally, we have:

σI(E|F) =

[

min

(

σ(a ∩ b)

σ(b)
,
σ(a ∩ b)

σ(b)

)

,

max

(

σ(a ∩ b)

σ(b)
,
σ(a ∩ b)

σ(b)

)]

=
[

min
(

σ(a | b), σ(a | b)
)

,

max
(

σ(a | b), σ(a | b)
)]

�

A relative cardinality of IFS is thus an interval approximat-
ing a proportion of elements of IFSE that are also elements
of IFS F . The ends of this interval are numbers in[0, 1] and
the lenght of the interval expresses the uncertainty about this
proportion.

IV. T RUST PROPAGATION BASED ON RELATIVE

CARDINALITY OF IFS

The problem of trust propagation is usually considered in
it’s simplest, atomic form: if sourcea trusts sourceb to some
degree and sourceb trusts sourcec to some degree the question
is how to estimate a trust degree ofa in c. In probabilistic
approach this value is calculating by using multiplicationof
trust values. In approach based on IFSs ( [2]) propagation
operators combine trust and distrust degrees with the use oft-
norms and t-conorms. However many questions and difficulties
has still not been solved. An interesting issue is how to
combine trust information from more then one intermediate
source. It seems that a value of computed trust score should
not depend on which intermediate source we choose.

The method we propose resembles a behavior of a person
that forms his opinion about somebody by asking ”How many
other people trust this person?”.

Let us consider a simplified trust network shown on Fig. 1.
We want to estimate a trust score ofx in y knowing all trust
scores ofx in ai andai in y. We then ask:

”How many sources trusty?” (Q1)

To be more certain about the answer (e.g. not to take into
account opinions of fraud sources) we may better ask :

”How many sources trusted byx trust y?” (Q2)

x

an

y

a1 ai . . . . . . a2

R(ai, y)

R(x, ai)

Fig. 1. A simplified trust network

We thus construct two IFSs: ”sources trusted byx” and
”sources that trusty”. Using notation from Fig.1. we define
those sets as:

• Sx : {R(x,ai)
ai

|i = 1, ..., n} - a set of sourcesa1, ..., an

trusted byx to a degreeR(x, a1), ..., R(x, an);
• Sy : {R(ai,y)

ai

|i = 1, ..., n} - a set of sourcesa1, ..., an

that trusty to a degreeR(a1, y), ..., R(an, y).

Therefore, the question Q2 is in fact a question about
relative cardinality of IFS:

σI(Sy|Sx) = [s, s]

It is an interval from [0, 1] showing the approximation of
proportion of sources that trusty to all sources trusted by
x. This proportion is given by lowers and uppers bound.
It was shown e.g. in [3] that such interval representation is
equivalent to IFS defined as(s, 1−s). The quested trust score
is thus determined as:

R(x, y) = (s, 1 − s). (3)

We illustrate this idea with the use of the following exam-
ples.

Example 1.

Fig. 2. Trust network - Example 1.

As depicted in Fig. 2, the sourcex expresses its trust in
two sources:a1 and a2. It partially trusts ina1 but has no
knowledge about distrust degree, and it fully trusts ina2. To
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estimate a trust score ofx in y, x examines how many of its
trusted neighbours trusty:

σI

({

R(a1, y)

a1
,
R(a2, y)

a2

}

∣

∣

{

R(x, a1)

a1
,
R(x, a2)

a2

})

.

According to Theorem 1 and (3), a trust scoreR(x, y) =
(R+(x, y), R−(x, y)) is equal to:

R
+

(x, y) =

min

(

σ

({

R+(a1, y)

a1

,
R+(a2, y)

a2

}

∣

∣

{

R+(x, a1)

a1

,
R+(x, a2)

a2

})

,

σ

({

R+(a1, y)

a1

,
R+(a2, y)

a2

}

∣

∣

{

R−(x, a1)

a1

,
R−(x, a2)

a2

}c))

R
−(x, y) = 1

− max

(

σ

({

R−(a1, y)

a1

,
R−(a2, y)

a2

}c
∣

∣

{

R−(x, a1)

a1

,
R−(x, a2)

a2

}c)

,

σ

({

R−(a1, y)

a1

,
R−(a2, y)

a2

}c
∣

∣

{

R+(x, a1)

a1

,
R+(x, a2)

a2

}))

We use an algebraic t-normta and a cardinality pattern
f = id. We get:

R+(x, y) = min

(

1ta0.5 + 0ta1

0.5 + 1
,
1ta1 + 0ta1

1 + 1

)

= min

(

0.5

1.5
,
1

2

)

= 0.33

R−(x, y) = 1 − max

(

1ta1 + 0ta1

1 + 1
,
1ta0.5 + 0ta1

0.5 + 1

)

= 1 − max

(

1

2
,
0.5

1.5

)

= 0.5

Thus a trust score ofx in y R(x, y) = (0.33, 0.5). A source
x is more willing not to trusty as a more trusted source
(a2) advises not to trust it. A marigin of uncertainy was also
propageted.

Example 2.

Fig. 3. Trust network - Example 2.

In intergration system where the sources are of good quality
the trust degrees are usually high. Using different t-normsand
different cardinality patterns we are able to aggregate trust
scores in more or less restricted way and to order sources from
more to less trustworthy. Let us compare different setting of
these functions resulting in different values ofR(x, y) for a
trust network shown on Fig. 3:

(a) f = id and t-normt = ∧; then R(x,y) = (0.89, 0.92)
(b) f = id and t-normt = ta; then R(x,y) = (0.84, 0.89)
(c) f = id and t-normt = tŁ; then R(x,y) = (0.82, 0.89)
(d) f = fp=0.5 and t-normt = ta; then R(x,y) = (0.62, 0.75)

where

fp(x) =

{

x−p
1−p

, if x > p,

0, otherwise

A t-norm minimum seems to be less adequate then other
t-norms as it is the biggest one and discards some in-
formation. An algebraic t-norm corresponds to probabilistic
appraoch, while Łukasiewicz t-norm (and more general—
nonstrict Archimedean t-norm) has a property of ignoring
values that are not big enough. We take one more look at
those t-norms in the next example.

Example 3.

Fig. 4. Trust network - Example 3.

As in the previous example we consider four different cases
of calculatingR(x, y) in the network shown on Fig. 4:

(a) f = id and t-normt = ∧; then R(x,y) = (0.5, 1)
(b) f = id and t-normt = ta; then R(x,y) = (0.45, 0.67)
(c) f = id and t-normt = tŁ; then R(x,y) = (0.11, 0.55)
(d) f = fp=0.5 and t-normt = ta; then R(x,y) = (0, 0.375)

We have to keep in mind that calculating cardinality of a IFS
may cause cumulation of small values (a big amount of small
membership degrees can sum up to a high value) - so a lot of
sources with a small trust degrees may aggregate to high trust
degree. To avoid this effect or to ignore an opinion of low-
trusted sources we can use a proper t-norm and/or cardinality
pattern with an arbitrary threshold, as shown in (c) and (d).

V. CONCLUSIONS

The article proposes a new method for combining trusted
scores in order to propagate trust in trust network. The method
is based on a notion of relative cardinality of IFSs (Atanassov’s
intuitionistic fuzzy sets) to convey the idea of ”majority
voting” - the more sourcesa1, ..., an trust sourcey the more
it is trusted by sourcex (on the condition that sourcex trusts
sourcesa1, ..., an). This method is so far in its preliminary
stage and needs more study and analysis. It seems that it is
proper for big networks, but may be difficult to interpret for
n = 1. Further work should focus on studying properties of
this method using different t-norms and cardinality patterns



ANNA STACHOWIAK: TRUST PROPAGATION—CARDINALITY-BASED APPROACH 129

and on determining propagation of longer chains of sources.
Another question is how to practically set trust and distrust
degrees.
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