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Abstract. The ability to cluster data into different groups based on a particular similarity measure
has a wide appeal in many domains, including: data mining, image classification, speech
recognition, fraud detection and in network traffic anomaly detection. Typically, the clustering
algorithm partitions a dataset into a fixed number of clusters supplied by the user. In this paper,
we propose a single Hidden Markov Model (HMM) based clustering method, which identifies a
suitable number of clusters in a given dataset without using prior knowledge about the number of
clusters. Initially, the dataset is partitioned into windows of fixed size based on the HMM log
likelihood values. This provides a framework for identifying the most appropriate number of
clusters (windows of varying sizes). After determining the number of clusters, the data values are
then labeled and allocated to clusters. The algorithm is tested using a number of benchmark
datasets. The proposed algorithm for both small and large datasets (KDD 1999 Intrusion
Detection dataset) performed significantly better compared to other commonly used clustering
algorithms.
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1. Introduction

Clustering is the process, where a given collection of unlabeled patterns (dataset), the data items are divided into
groups (clusters) based on some measure of similarity [1]. A variety of clustering techniques have been pro-
posed in the machine-learning, pattern recognition, data mining and statistics domains. Well known examples
include k-means [2], fuzzy c-means [3, 4], Self Organizing Map (SOM) [5, 6], Artificial Neural Networks [7]]
and Support Vector Machines [8]. These techniques belong to one of two groups-supervised clustering and un-
supervised clustering-depending upon the underlying method used to cluster the data items. In supervised clus-
tering, the algorithm is trained using a proportion of the dataset (the training set) and then this trained algorithm
is used to classify an unknown dataset (test set). Typically, the number of clusters for supervised learning is pre-
specified. Alternatively, in unsupervised clustering a training dataset is not used. Here, assumptions have to be
made about the number of clusters to be used and/or the spread of each cluster prior to clustering the data. The
algorithm then partitions the data into clusters. For instance, to cluster the dataset using k-means, fuzzy c-means
and hierarchical clustering [9], the number of clusters must be known a priori. Hidden Markov Models (HMM)
[10] can also be used for classifying patterns from an unknown dataset. For example, in speech related literature
HMM has been used for classifying speakers [11-14] or speech patterns [15, 16]. Typically, for pattern classifica-
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tion, a number of HMM are used in combination with supervised techniques. In this paper, we propose a single
HMM-based unsupervised clustering algorithm.

In our model, a single HMM is used to identify the number of clusters in a given dataset. The data items are
then labeled and partitioned into the appropriate clusters. Initially, the HMM is used to calculate log-likelihood
values for each of the data items. Here, the log-likelihood values on one hand represent how well the data fits
the trained HMM and on the other provide a similarity measure between data items. Based on these log-
likelihood values the dataset is then partitioned into windows of fixed size. The plot of the log-likelihood values
after segmenting into “windows” is used to identify the possible number of clusters in the dataset. If the
difference in the sorted log-likelihood values exceeds some threshold, a new cluster is formed. Once the number
of clusters has been determined, the sorted log-likelihood values are used to divide the data items into
appropriate clusters.

The remainder of the paper is organized as follows. Section 2 briefly reviews commonly used clustering
techniques. In section 3, we describe our HMM-based data clustering algorithm, and place particular attention
to describing the process of creating “window” introduced above. Section 4 provides the experimental results
from the proposed model and compares with other clustering techniques using benchmark data sets. Finally, we
conclude this paper with a discussion of the model and its implications in Section 5.

2. Background

In this section, we briefly review the well-known unsupervised clustering techniques reported in the literature. A
more comprehensive review can be found in [1].

The k-means algorithm is one of the oldest unsupervised clustering algorithms [17]. The idea is to group data
into k clusters (known a priori) using k centroids (one for each cluster). The performance of clusters thus
obtained depends on the initial centroid values. The aim of this algorithm is to minimize the Euclidean distance
between the data points and the corresponding cluster centroid, which is achieved by minimizing the objective
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An inherent assumption built into the k-means algorithm is that the data points are independent.
Consequently, there is degradation in the algorithm effectiveness (accuracy) when the data points are highly
dependent on each other. The k-means algorithm is not able to find the optimal configuration compared with the
global objective function minimum [18].

Fuzzy c-means [3, 19] is an improved version of the crisp k-means algorithm. In this model, each data item is
associated with every cluster by means of a membership function [20]. In the crisp case, data items belong to
one cluster (partition) only. While in the fuzzy c-means algorithm, the fuzzy partition of the N data items into C
clusters is obtained by selecting N X C membership matrix U (where an element of the matrix U is the degree of
membership of data item to cluster). Then the following objective function

ZZH [x{” =c, | 1<m<oo

is minimized iteratively using the U matrix.

In fuzzy c-means clustering, the introduction of “soft partitioning” reduces problems associated with
identifying local minima. However, the algorithm may still converge to local minima by the squared error
criterion [1]. In addition, the design and initialization of the membership function also impact on algorithm
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performance [3]. A Self Organizing Map (SOM) is an alternative data clustering technique proposed by
Kohonen [5]. The SOM is built based on a two dimensional grid of map units which are represented by means

of prototype vectors. For unit i, the prototype vector is represented as M, = [mn 3 eees m,-d] , where d is input

vector dimension. Here, a uniform distribution of two or three dimensions represents the map units [21]. The
neighborhood relationships among the units are responsible for connecting the adjacent units. The performance
of SOM is dependent on the number of map units and the topology of the map. During the training, the mapping
of the dataset is done in such a way that the closer data points in the input space are mapped onto closer map
units. Using an iterative process, data points in the input space are mapped onto a 2-D grid. The number of
clusters can then be visually identified after training. In general, when SOM is used to cluster d-dimensional
data, clustering is accomplished by mapping the data to a lower dimension space. The visualization properties of
the SOM facilitate qualitative analysis of the dataset [22]. However, performing a quantitative analysis remains a
challenge. Furthermore, the accuracy and the generalization capability of SOM are solely dependent on the
topology of the map chosen and the map-size.

3. The model

The motivation for the work described in this paper, is to design an effective unsupervised data clustering
algorithm. For a given dataset, we do not specify a priori the number of clusters. The model is deemed capable
to identify appropriate partitions in the dataset and divide the data items into appropriate clusters.

Group data that
produced similar log-
| likelihood values into
windows

Hidden Markov
Model

Data Set

Data Item Log-likelihood

Label data to clusters Identify the number of
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Fig. 1. The HMM based model to cluster multidimensional dataset

There are three steps to implement the proposed method. The first step consists of training the HMM and
producing log-likelihood values for each of the data items. The second step is sorting the log-likelihood values
of the dataset according to the defined “windows” or “bins”. This process helps in identifying the number of
clusters. In the third and final step, labeling of data items to their respective clusters is carried out. Figure 1
illustrates the basic functionality of the model. The specific details of the model follow.

3.1. Generating likelihood values using HMM

3.1.1. Hidden Markov Model

Hidden Markov Models (HMM) were first introduced in the 1970s as a tool for speech recognition [23].
Recently, the popularity of HMM has increased in the pattern recognition domain primarily because of its strong



60 Md. Rafiul Hassan, Baikunth Nath and Michael Kirley

mathematical basis and the ability to adapt to unknown data. This section describes HMM in more detail
together with a description of the algorithms used to induce HMM. Further details can be found in [10].
A HMM is a finite automaton with a fixed number of states. A HMM has the following elements:

1) N, the number of states,

2) M , the number of observation symbols,

3) A, matrix of state transition probabilities,

4) B, matrix of observation emission probability distribution,
5) T, matrix of prior probabilities.

The parameter set ( A, B, 7T), or simply A represents the overall HMM model. To fit a model for a given
observation sequence, the model parameters A , B and Tt are chosen in such a way that the model can suitably
explain the observed data. A number of algorithms are available for adjusting the parameters of the HMM. The
Baum-Welch (B-W) [24] algorithm is the most widely used technique. In the B-W algorithm, the parameters of

an HMM are trained to maximize the probability of the observation sequence for a given model. This
optimization is known as the maximum likelihood criterion.

In the sequel, the likelihood function is represented by P (O|M), where O represents the observation
sequence, and A is the given model. The next step is to calculate the likelihood values.
3.1.2. Finding the likelihood value of an observation sequence

Given one observation sequence O = (0,,0,,...,0;), where T is the length of the sequence, and the

model A = (A,B, T[) , then for a state sequence Q = (ql ,qz,...,qr) , we have

P(O|N) = [IEIIP(Q 14,,M) =5,(0))b,(0,)...b,(Or)

and PN = Ta,,a,; ...ar

Now, P(O,Q|N)=P(O|Q,N)P(Q[N)

Therefore, P(O | )\) = Z P(O | Qa)\)P(Q | }\) = Z T !-l_laz,mbz (Ot)
0 0192--qr B

The complexity of this calculation is O(TN T) multiplications, which is very complex. The value of

P(O| )\) may however be calculated more efficiently using the forward-backward procedure [11, 24]. Here, for
completeness, we describe only the forward procedure.
3.1.3. The forward procedure

In this procedure, a forward variable O, (@) the probability of the partial observation sequence up to time 7

and the state i at time 7, given the model 2, is defined as
a,(i) = P(0,,0,,...,0,;q, =1|\)
This forward variable may be computed as follows:

Initialization: O, (i) =TT ISi< N,
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N
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=
This is a much simpler algorithm that requires only O(N °T) multiplications.

The likelihood values may be interpreted as follows. Consider two d-dimensional data items
d, =(Xp,,Xp,, . Xg,) and d,, = (X,,,,X,,» ... s Xy, ) , where X;; represents the i" attribute of the j" data
item in the dataset. If the log-likelihood values l,, and lm of the above observations are close, then we may

infer that the data items d , and d » should belong to the same cluster.

3.2. Number of Clusters in the Dataset

The Baum-Welch algorithm maximizes the probability that each data item fits the model. The log-likelihood
values for two data items represent similarity between them [10, 15]. Since in any datasets, typically, there are
two or more clusters, it is reasonable to expect that close log-likelihood values will gather into one group, while
the remaining log-likelihood values will appear at a distance from this group.

In order to determine the number of clusters in the dataset, we need to process the data based on their
corresponding log-likelihood values. Figure 2 displays the log-likelihood values along the vertical axis and the
respective data labels (horizontal axis) for a sample dataset. The data label refers to the record number of the
data item in the dataset. As it stands, this plot does not provide any useful information. We therefore group the
log-likelihood values into several bins (windows) in order of magnitude ranging from minimum to maximum.
These bin frequencies for the benchmark Ringnorm data are displayed in Figure 3. A simple pseudo code for
distributing log-likelihood values into bins is given below.

Pseudo code for grouping similar data items
1. Get LL values for each of the data item in the dataset;
2. Set: window_size= theta;
3. Set: minimum_LL=minimum LL value;
4. Set : maximum_LL=maximum LL value;
5. Set: window_ptr=minimum_LL and i=1;
6. Repeat steps until window_ptr < maximum_LL
7. Set: window(i)=data items which produces LL value in between window_ptr and
window_ptr + window_size;
8. Set: window_ptr=window_ptr+window_size;
9. Increase i by 1;
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Fig. 2. Log-likelihood values of data items Fig. 3. Ringnorm bin frequency chart

Figures 4 and 5 display the log-likelihood values for another two classical data sets Iris data and Thyroid. An
inspection of plotted bin frequencies in figure 3 or log-likelihood values in Figures 4 and 5 suggests that there
are distinct breaks or changes in the curves, which leads us to think of dividing lines for possible clusters. Des-
pite the subjective nature of such an inspection and placement of segmentation line(s), when a change in log-
likelihood values exceed some threshold (e.g. an inflection point) can identify the resulting partition. Further,
we notice in the lower part of figure 5 there are many gaps in the curve that may suggest a number of possible
clusters. However, since the number of points in this region is not significant, we may combine all points into
one cluster and consider a total of three clusters dividing the data. The experimental results using this procedure
are detailed in Section 5.
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3.3. Labeling Data for Clusters

In Section 3.2, the log-likelihood values were initially partitioned into a window of fixed size (width 1 in this
case). The next task is to label the data items into clusters. To do this, we examine the frequency of data items in
each of the windows. Initially we use a minimum threshold frequency as a means of identifying the natural
partitions in the dataset. Then we merge windows on either side of the partition into a variable-sized window
representing a cluster. The aim is to find the minimum number of windows (variable size) such that all the
similar data items fall into their respective bins. If there is no empty window, a threshold value (minimum
frequency) is subtracted from the frequencies of all windows to generate some empty windows. When the
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number of empty windows is more than the number of clusters identified in Section 3.2, some of the windows
(empty as well as non-empty) in close neighborhood are merged.
The algorithm below describes the steps for labeling and allocating data to clusters.

Algorithm - Allocating data items to clusters

1. Set : threshold_frequency=

2. Repeat step 3 for i=1 to total_ number_ of _ window

3. Subtract © from the window(i)

4. Repeat step 5 and 6 until last_window is reached

5. Locate the empty windows and combine subsequent empty windows(if any)

6. Combine subsequent occupied windows

7. (a)Find the maximum gap between two occupied windows and point it as a current_cluster edge
(b)Locate the occupied windows from 1st window to the current_ cluster edge as the first cluster
(c)Collect data items in the windows pointed as cluster in step (b). Label these data item to the cluster
(d)Set: previous_cluster edge=current_cluster edge;

8. Repeat step 9 until the desired number of clusters is found or the last window is reached

9. (a)Find the next maximum window gap and point it as current_cluster edge
(b)Locate the occupied windows from previous cluster_edge to the cluster edge as the next cluster
(c)Collect data items in the windows pointed as cluster in step (b). Label these data item to the cluster.
(d)Set: previous_cluster edge=current_cluster edge;

4. Experimental data and results

4.1. Test Data

To evaluate the performance of our model, we considered a number of benchmark datasets including the
Fisher’s Iris dataset [25], Thyroid dataset [26], Ringnorm dataset [27], the Diabetes dataset [28] and the KDD
1999 Intrusion Detection System (IDS) dataset [31].

Fisher’s Iris dataset [25] consists of sepal and petal measurements. The dataset consists of 50 objects from
each of three species {Iris-virginica, Iris-versicolor, Iris-setosa}. Each object in the dataset is described by four
attributes {sepal length, sepal width, petal length, petal width}. The data is four-dimensional.

Thyroid dataset [26] consists of complete medical record including anamnesis, scan etc. to help diagnosis
whether a patient’s thyroid belongs to the class euthyroidism, hypothyroidism or hyperthyroidism was first used
by Coomans [29]. There are three classes in the dataset: normal , hyperthyroid and hypothyroid and five
attributes: T3-resin uptake test, total serum thyroxin, total serum triiodothyronine, basal thyroid-stimulating
hormone (TSH) and maximal absolute difference of TSH value followed by some condition. The dataset
consists of 215 samples of which 150 are normal, 35 are in hyper class and the rest 30 in the hypo class. In our
model, we have considered variables with numerical values only.

The ringnorm dataset is an implementation of Lei Breiman’s ringnorm example [27]. The dataset contains 20
attributes and 2 classes. The attributes of each class are found from a multivariate normal distribution while the
classes are made different to each other by differing the mean and covariance matrix. Of the 7400 samples, 3736
samples belong to class 1 and the rest to class 2.

Diabetes dataset [28] originated from the National Institute of Diabetes and Digestive and Kidney diseases.
The dataset contains 8 attributes useful to recognize the status of diabetes (either positive or negative) of a
patient. Out of 768 sample dataset, 500 are negative while the rest 268 are positive.
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The KDD 1999 dataset [31] is for detecting and classifying attack/normal network behavior. Each data item
has 41 attributes, 34 continuous and 7 categorical. The data are labeled as normal (non-attack) and the rest of
the data classified into other classes are attacks. To test our proposed model we used 11 attributes from a total of
41. The chosen 11 continuous attributes were found to contain significantly larger values compared to other
continuous attributes. We did not consider the categorical attributes at this stage, as most of the algorithm used
in our proposed model can handle only numerical values. The 11 attributes considered are: duration, src_bytes,
dst_bytes, count, srv_count, same_srv_count, dst_host_count, dst_host_srv_count, dst_host_same_srv_count,
dst_host_same_src_port_rate, dst_host_srv_rerror_rate. The dataset has 4,898,431 records, of which
3,925,651(80.1%) records are labeled as attacks. However, we considered a small part of this dataset consisting
of 26,829 data records selected at random, having 25,620 data items labeled as attacks.

4.2. HMM Model parameters

The first step is to set the number of states in the HMM model equal to dimension of the dataset. For
example, a 3-dimensional dataset has three states. We have conducted a number of empirical trials using varying
number of states; however, there was no significant difference in the results obtained.

The initial HMM parameter A, B and TT were initialized randomly. For the prior probability TT;, a random

number was chosen and normalized so that
N

Z T =1,
i=1
Since the dataset considered is continuous, the probability of emitting symbols (emission probability B) from
a state cannot be calculated. We therefore made use of a single-dimension Gaussian distribution for the
observation probability density function. The rationale for this choice was based on the fact that the underlying
distribution was not known.

4.3. Experimental Result

We tested our model using each of the benchmark datasets with three other well-known data clustering
algorithms, the k-means [2], SOM (supervised) [3, 4], and Fuzzy c-means [5-7]. Table 1 displays the
performance results (in terms of misclassification rate) for each of the dataset-model combination.

Table 1: Misclassification percentage for some benchmark data

Benchmark Nz;nber Number Misclassification percentage

o predictors ol HMM (Supesr(\?il;/e[:d) femeans cillzli]ls
Iris Data 4 3 5.33 8.667 15.33 10.67
Thyroid 5 3 12.09 11.1628 22.9* 26.3*
Ringnorm 20 2 13.43 21.4189 35.878 23.80
Diabetes 8 2 2.86 27.7344 33.724 31.12
KDD 1999 11 2 1.05 1.24 1.27 1.34

IDS Dataset

+ Adopted from [30]
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For the k-means and fuzzy c-means algorithms, we supplied the relevant number of clusters for each of the
dataset. For the k-means algorithm a 10 iteration stopping rule was chosen to stop the clustering program. For
the Iris dataset, the number of clusters was identified from Figure 4.

5. Discussion & conclusion

In this paper, a data clustering algorithm based on single HMM has been proposed to i) identify the number
of clusters in a dataset (both visually and algorithmically), and ii) label the data item to its respective clusters.
Our model is implemented in three steps. First, using a single HMM the log-likelihood values are calculated for
a given dataset. Second, similar log-likelihood values are grouped into windows of fixed size. The windows are
then visually scanned to identify logical partitions in the dataset. Finally, labeling of data items to their
respective clusters is performed.

Our model provides a means of identifying possible clusters in a given dataset. The plotting of log-likelihood
values allows for the identification of partitions in the dataset, thereby providing the necessary information to
label data items to clusters. A key component of the model is the examination of similarity measures between
data items based on their log-likelihood values. It is the differences in log-likelihood values, which eventually
produce clusters of different sizes. The results reported in Table 1, clearly establish that our model outperforms
other well-known data clustering models for the benchmark datasets considered.

An important assumption on which the HMM is based, is that there is some relationship (degree of
correlation) between the attributes of particular data items in the dataset considered. This in turn provides a
measure of similarity (log-likelihood values) between the data items. This is in contrast to most of the existing
clustering methods, which assume that each attribute of the data items are independent to each other. The HMM
based method can clearly identify the possible number of clusters in the data set, if there is a little or no overlap
between two adjacent clusters. This strength of identifying cluster number from scattered data clearly
differentiates the proposed method with most of the existing clustering techniques.

Despite the fact that our model has outperformed other data clustering models for the given datasets, we have
identified that the performance of the HMM-based technique may get degraded (in terms of misclassification
percentage) when the clusters are overlapping (that is, where it is difficult to clearly identify cluster edges). To
address this problem, further sensitivity analysis is required in terms of the threshold frequency levels used in
the fixed variable sized windows. Having said this, it is worth mentioning that the problem of identifying exact
partitioning is an ongoing research challenge for most of the clustering methods.

This algorithm can be used as an online clustering technique, where the similarity level of the online data
items is calculated using the trained HMM, and the data items are partitioned into the identified clusters. In
future work, we will examine the efficacy of the model using real-world problems (both online and offline) and
investigate alternative techniques to deal with overlapping clusters.
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